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f)”(““Safe Mode | Session:|192.168.1.11
4/?QUick Set
| CAPsMAN
wﬂllnterfaces
1 Wireless

Ez Bridge
2. PPP

ARP
Accounting
Addresses
DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall

w v W W | W%

Hotspot

> IPsec e

Kid Control

Neighbors
h Packing

B=KvM Pool

E Make Supout.rif Routes

(D New WinBox SMB

B Exit SNMP
SSH

2 Windows " Services
Settings
Socks
TFTP

Traffic Flow

TTT1.~TY



ﬁa% IPsec profile

uriiir

Web Proxy

[=]E
Policies Proposals Groups Peers Identities Qofiles ‘Active Peers Mode Configs Installed SAs Keys
Q-
|,\Iame / ‘Hash Algorithms ‘Encryption Algorithm |DH Group ‘Proposal Check ‘ ‘v
* default aes—256 modpl1536 obey
to_tencent_vpc 3des modp768 obey

IPsec Profile <{to_tencent_:

Name:

Hash Algorithms:

PRF Algorithms:
Encryption Algorithm:

DH Group:

Proposal Check:

Lifetime:

Lifebytes:

DPD Interval:

DPD Maximum Failures:

to_tencent_vpc 3x [

| 0K
KBS, Flz iS5 | | Cancel
¥/ Apply
| Ides [ | 3des Copy
aes-128 [ aes-192 @ SLGIE = TR Remove
[l aes-256 [Iblowfish

| lcamellia-128 | |camellia-192
| |camellia-256

[ lec2n155 [ |ec2n185
| I modp1536 | | modp2048
| |modp3072 | | modp4096
| |modp6144 | |modp8192
D ecp2b6 D ecp384
D ecph2l

lobey |¥]
[1d 00:00:00 |

‘ v

CANVNEEAE SN 7 R JTENAT-TER, 4IPsecRIEANATIS®ET, SiETUDP 45005 s
disable DPD

E DPDidill, FAgkdkdisable

2 items (1 selected)

i group FIRMERAKIRIRETERANERRE, BERSTHESHS,

i&:

DH group

14
15
16
19
20

21

XM SE TR

Modulus
768 bits
1024 bits
1536 bits
2048 bits
3072 bits
4096 bits
ecp256 bits
ecp384 bits

ecp521 bits



2.GeEiRPeer
MTEEENHMNA. HEER. 51EMNipsec profiled:

Policies Proposals Groups Peers ‘Identities Profiles Active Peers Mode Configs Installed SAs Keys

I=L3

E v[x a7
‘\Iame ‘Address ‘Local Address ‘Profile |Exchange. .. ‘ ‘v

0 To—tencent_vpc 119. 91. 254. 122 to_tencent_vpc main

1X - . . default main

2D default main

IPsec Peer

Name :

Address:

Port:

Local Address:
Profile:
Exchange Mode:

<{To-tencent_vpc>

To-tencent_voc  (€) g
[ .254.122 @) S=AaVENZEST

| 0K

a Cancel

3IFBIPse BT

D Passive
Send INITIAL_CONTACT

v Disable

E‘ Comment

st EE, M= LR

Copy

£

Remove

v Apply ﬂ f7 A

enabled

3.EeEBRISIE(Identities)

EERTENE

GIERYFER, BEARITRA.

AN N

AN X4

Policies Proposals Groups Peers %entities |Pr0files | Active Peers Mode Configs Installed SAs Keys

=] v[%] [T | setcines |

‘Peer

|Auth Method hsername

|Remote 1D

|Mode Configuraﬂ..‘

11+ To-Tencent

To-tencent_vpc
—tenc

Peer:
Auth. Method:

Secret:

Policy Template Group:
Notrack Chain:

My ID Type:

My ID:

Remote ID Type:
Match By:

Mode Configuration:

Generate Policy:

pre shared key ,&

TR E S

|pre shared key WA At Cancel
[Fokmtton Apply

Disabl
[default =] e
| H ‘ Comment
|address

[

|auto

|remote id

| | v
[no [

enabled
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4.figEIPsec Proposal

BcEipseciBiY, IEENERE. MEGESE:

Policies Proposals ‘Graups Peers Identities Profiles Active Peers Mode Configs Installed SAs Keys

=v|% 7|

Name / ‘Auth‘ Algorithms |Encr. Algorithms ‘Lifetime ‘PFS Group ‘ ‘v
* default shal sha256 3des aes—256 chc 00:30:00 modp1536
to_tencent md5 aes—128 cbc aes—192 cbc aes—256 che 01:00:00 none

IPsec Proposal <to_tencent>

Name: [to_tencent] () YGEed | 0K
Auth. Algorithms: [v/|md5 [ shal Cancel
BFTRE + B JUESE, Fls HlPsectRiS—4 oply
[ sha512 Disable
Encr. Algorithms: | |null [ ldes Copy

V| aes-192 cbe |V aes—256 cbe
| |blowfish | | twofish

| |camellia-128 | |camellia-192
[lecamellia—256 | |aes-128 ctr
Daes*lgz ctr Daes*256 ctr
DaesﬂZS gem Dae57192 gem
D aes—2b6 gem
OIS 6 X CA, 2RiA3600s(1/0E), M1HA Ex FA— BRI i
m 7 ' PFS, = tdisable, = Fthdisable _

Lifetime:

PFS Group:

enabled

5. Be BRI (Policies)

NTECERES, IBENRAIAIRESHIRERENNY, FRAEEE(Tunnel):
e\ g aj>

POlng ‘Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs Keys

mm Statistics @
|

|Peer ‘Tunnel ‘Src. Address ‘Src. boo ‘Dst. Address ‘Dst. aoc ‘Protccol |Action Level PH2 State “
0*T =2 /0 =2 /0 255 (all) encrypt

1A To-tencent_vpc yes 192. 168. 1. 0/24,\"9 10. 100. 1. 0/24 255 (all) encrypt require established
{ IPsec Policy <192, 168. 1. 0/24:0->10. 100. 1, 0/24:0 Typt require established

General ‘Actiun Status 0K

To—tencent_vpc 3 iSEXdinPeerfiE E S Cancel

Peer:

|| Tunnel Apply g NFH
Src. Address: |192.168. 1.0/24 | Disable
Sre. Port: | A Conment
Dst. Address: 10.100. 1.0/24 | Copy
Dst. Port: | I Remove

Protocol: ‘255 (all)

mratsrrss L

| |Template

‘ena.bled Active

6.1ZININAT ACCEPTHEM
1IN—4XACCEPT /IR, FHEM S REEERSE—:
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EIP | ARP

Y 1Pv6 " Accounting
MPLS Addresses
J Routing DHCP Client
System "\ DHCP Relay
Qﬁueues DHCP Server
BliFiles DNS
Log ﬁirewall
@/ RADIUS Hotspot
2 Tools " IPsec
B New Terminal Kid Control
@ DotlX Neighbors
@Dude " Packing
B==KvM Pool
# | Make Supout.rif  Routes
(9 New WinBox SMB
R Exit SNMP
SSH
= Windows " Services
Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

HEIN—2%acceptSDIFHINY :




Filter Rules \Q Mangle Raw Service Ports Connections Address Lists Layer7 Protocols

= v %0

|© Reset Counters | @ Reset All Counters

=}
all

‘ ‘Action ‘Chain ‘Sr(x Address ‘DSL Address ‘Protocol Src. Port Dst. Port ‘Im Interfa
0 « accept srcnat 192.168.1.0/24 10.100. 0. 0/16
1 % masquerade srcnat

Connection Type:

Src. Address: | ][192.168.1.0/24 @) Enrazles Apply
. a Disable
Dst. Address: | |[10.100.0.0/16 o iﬂiﬁm& |
Comment
Protocol : | g
Copy
Src. Port: ‘ ‘V R
Dst. Port: [ | v Reset Counters
Any. Port: ‘ ‘V Reset All Counters
In. Interface: ‘ ‘V
Out. Interface: ‘ ‘V
In. Interface List: ‘V
Out. Interface List: ‘ ‘V
Packet Mark: | g
Connection Mark: ‘ ‘ v
Routing Mark: | g
Routing Table: | g
g

‘enabled

¢

21 items (1 selected)

Z e Es LN ETR.

7. B8&IPseciiSHMlitEE
TEEREREEE, BIELEEIPsecHiEERSREFZHE:

A\C [=1Ed
T‘ Freeze ‘ Find |lall | ¥|
# Time Buffer Topics Message ‘ v
IP [Ofx] +
Policies |Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs Keys
E‘E IZ @ i Statistics Find
# ‘Peer Tunnel ‘Src. Address _|Src.... |Dst. Address Dst.... [Protocol ‘Action ‘Level PH2 State ‘ ‘v
0 *T /0 /0 255 (all) encrypt
1A To-tencent_vpc  ves  192.168.1.0/24 10. 100. 1. 0/24 255 (all) encrypt require established | 1
no . 447215, 131 . 38.199. encrypt require establishe
3 items (1 selected)
996 Aug/28/2022 15:40:05 memory ipsec, info purging ISAKMP-SA 7 48.200[4500]<=>" 254. 122[4500] spi=c9b4 de946e82:840d3b1858be95b0.
997 Aug/28/2022 15:40:05 memory ipsec, info ISAKMP-SA deleted .. 48.200[4500]-. 254. 122[4500] spi:c9b40549de946e82:840d3b1858be95b0 rekey: 1
998 Aug/28/2022 15:40:05 memory ipsec, info respond new phase 1 (Identity Protection): ~ ~ 7 48.200[500]<=> . 254. 122[500]
999 Aug/28/2022 15:40:05 memory ipsec, info KMP=SA b dj .. 48.200[4500]-: 254.122[4500] spi:f8c9997c3cdaldec: f42cb9cf4bel2dfT
A4

1000 items (1 selected)

BILABEIFI= L VPCRIER B EBAR L.
EEMEUHBIES
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A 0 16:00:16 AN RTSEET]
docker0: flags=4099<UP,BROADCAST, MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:47:18:f7:4a txqueuelen 0 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.12 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::1lbea:6658:d16e:a69 prefixlen 64 scopeid 0x20<link>
ether 00:50:56:81:8e:44 txqueuelen 1000 (Ethernet)
RX packets 13539400 bytes 6677303910 (6.2 GiB)
RX errors 0 dropped @ overruns 0 frame 0
TX packets 51758842 bytes 20060179176 (18.6 GiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 3517 bytes 2647494 (2.5 MiB)
RX errors 0 dropped O overruns 0 frame 0
TX packets 3517 bytes 2647494 (2.5 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

#=) traceroute 10.100.1.6
traceroute to 10.100.1.6[J53%™ IP] (10.100.1.6[J5&k/M IP]), 30 hops max, 60 byte packets
1 _gateway (192.168.1.1[/F#=M *I77 EF—MNESM]) 0.436 ms 0.353 ms 0.321 ms
2 192.168.1.11[/m3M Xf75 t P91 (192.168.1.11[/EEM X A FEAR—HNHFR]) 0.304 ms 0.474 ms
3 * ok ok
4 10.100.1.6[)53™ IP] (10.100.1.6[/5ikM IP]) 10.263 ms * 10.207 ms
IR =0 ping < 2 10.100.1.6
PING 10.100.1.6[/53™ IP] (10.100.1.6[/53HM IP]1) 56(84) bytes of data.
64 bytes from 10.100.1.6[J53kM IP]: icmp_seg=1 tt1=62 time=9.74 ms
64 bytes from 10.100.1.6[J53k M IP]: icmp_seg=2 tt1=62 time=10.0 ms

--- 10.100.1.6[/538™ IP] ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 9.744/9.882/10.020/0.138 ms

LA 0 16:01:02 AL

B, AiEFI= EVPCEHHNMNEE.

. CLifEz ficE&Ros IPsec

HHELSTIAR T, roskiA T winboxEft, RiFsshi¥iER T, CLIHAZERE M, BRESEFMGUI
—H, RAERAGMTERBEAEERE, (NME, RWEIFGERRT, ESEaMUIARI, #B2
WRAGUIECE, XFHFRAKYET.

1.Eg¢B&IPsec Profile

[admin@MikroTik] > /ip ipsec profile
[admin@MikroTik] /ip ipsec profile> add dh-group=modp768 hash-algorithm=md5 enc-
algorithm=aes-128 name=to tencent

[admin@MikroTik] /ip ipsec profile>

[admin@MikroTik] > /ip ipsec profile
[admin@MikroTik] /ip ipsec profile> dh-group=modp768 hash-algorithm=md5 enc-algorithm=aes-128 name=to_tencent

[admin@MikroTik] /ip ipsec profile> _

2.figE¥ixPeer

[admin@MikroTik] /ip ipsec profile> /ip ipsec peer
[admin@MikroTik] /ip ipsec peer> add address=119.91.254.122 name=to_tencent
profile=to_tencent exchange-mode=main

[admin@MikroTik] /ip ipsec peer>

[admin@MikroTik] /ip ipsec profile> /ip ipsec peer
[admin@MikroTik] /ip ipsec peer> address=119.91.254.122 name=to_tencent profile=to_tencent exchange-mode=main
[admin@MikroTik] /ip ipsec peer=> where name~"_tencent"

Flags: X - disabled, D - dynamic, R - responder
(¢] name="to_tencent" address=119.91.254.122/32 profile=to_tencent exchange-mode=main send-initial-contact=yes
[admin@MikroTik] /ip ipsec peer> _
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3. EeESMAISIE(Identities)

[admin@MikroTik] /ip ipsec profile>

[admin@MikroTik] /ip ipsec> identity add peer=to tencent auth-method=pre-shared-key
secret=123456

[admin@MikroTik] /ip ipsec>

[admin@MikroTik] /ip ipsec profile>
[admin@M: ik] /ip ipsec> identity peer=to_tencent auth-method=pre-shared-key cret=123456

[admin@MikroTik] /ip ipsec> _

4.fg&IPsec Proposal

[admin@MikroTik] /ip ipsec> proposal add name=to_ tencent auth-algorithms=md5 enc-
algorithms=aes-128-cbc pfs-group=none

[admin@MikroTik] /ip ipsec>

Tik] /ip ipsec> proposal 1ame=to_tencent auth gorithms=md5 lgorithms=aes-128-cbc
oTik] /ip ipsec> proposal wh name="to_tencent"
: X - disabled, * - default

="to_tencent" auth gorithms=md5 enc-algorithms=aes-128-chc
oTik] /ip ipsec> _

5. Ee BRI (Policies)

[admin@MikroTik] /ip ipsec> policy add peer=to tencent tunnel=yes src-
address=192.168.1.0/24 dst-address=10.100.1.0/24 protocol=all proposal=to_ tencent

[admin@MikroTik] /ip ipsec>

1 /ip ipsec> policy f =to_tencent ! =192.168.1.0/24 e =10.100.1.0/24 =to_tencent
1 /ip ipsec>
1 /ip ipsec> polic 1 e to_tencent"

- template, B - backup, X - disabled, D dynamic, I - invalid, A - active, * - default

PEER TUNNEL SRC-ADDRESS DST-ADDRESS PROTOCOL  ACTION LEVEL PH2-COUNT
I to_tencent yes 192.168.1.0/24 10.100.1.0/24 all encrypt require 0
[admin@l [ 1 /ip ipsec> _

6.12INAT ACCEPTRN
IEIN—RNATHI, B R AR E—R:

[admin@MikroTik] /ip firewall nat> /ip ipsec

[admin@MikroTik] /ip ipsec> /ip firewall nat

[admin@MikroTik] /ip firewall nat> print all  #UURMINEZ —WRERAE, #%EnterBEIT, &M
225 R Fmovef/EH A Flitems

[admin@MikroTik] /ip firewall nat> move 20 0

[admin@MikroTik] /ip firewall nat>
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[admin@MikroTik] /ip firewall nat> /ip ipsec
[admin@MikroTik] /ip ipsec> /ip firewall nat

[admin@MikroTik] /ip firewall nat>

all

Flags: X - disabled, I - invalid, D - dynamic

]

1

chain=srcnat action=masquerade src-address-list=LAN out-interface=pppoe-outl log=no log-prefix=

;i3 Web http:
chain=dstnat action=dst-nat
;i3 Web ssl:
chain=dstnat action=dst-nat
;i3 Synology:
chain=dstnat action=dst-nat
ssl:

action=dst-nat

;15 Synology
chain=dstnat

;i emby https:
chain=dstnat action=dst-nat

;55 ESXi:
chain=dstnat action=dst-nat

;35 Openwrt:
chain=dstnat action=dst-nat

;13 Xeon
chain=dstnat action=dst-nat

;33 Xeon Arch
chain=dstnat action=dst-nat

;33 Archlinux-siyuan
chain=dstnat action=dst-nat

;;; Xeon-Kali
chain=dstnat action=dst-nat

;33 Debianll-Internal
chain=dstnat action=dst-nat

;3 Debian-mirrors
chain=dstnat action=dst-nat

;33 Debian-mirrors
chain=dstnat action=dst-nat

;33 Windows1lO jump server
chain=dstnat action=dst-nat

chain=dstnat action=dst-nat

;75 qqdb
chain=dstnat action=dst-nat

;33 full cone test
chain=dstnat action=dst-nat

chain=dstnat action=dst-nat

;i ipsec

chain=srcnat action=accept src-
[admin@MikroTik] /ip firewall nat>
[admin@MikroTik] /ip firewall nat> _

to

to-

to-

to-

to-

to

to-

-addresses=192.168.1.82 to-ports=80 protocol=tcp in-interface=pppoe-outl dst-port=

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

-addresses=192.

20 0

7.8 EIPsecikSHillikiEE E

[admin@MikroTik]
[admin@MikroTik]

Flags:

[admin@MikroTik]
and

Flags:

key="75dfa24b76a

R - responder,

ID

DYNAMIC-ADDRESS

N ;;; to_tencent

/ip ipsec>

H - hw-aead, A - AH, E

N - natt-peer

STATE

addresses=192.

addresses=192.

addresses=192.

addresses=192,

addresses=192.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.
168.

168.

168.

168.

address=192.168.1.

/ip firewall> / ip ipsec

established

(src-address="113.87.48.200:4500"

- ESP

/ip ipsec> installed-sa print where

.12 to-ports=22 protocol=tcp

.7 to-ports=443 protocol=tcp

.16 to-ports=22 protocol=tcp

.71 to-ports=22 protocol=tcp

.18 to-ports=80 protocol=tcp

.3 in-interface=pppoe-outl log=no log-prefix=

.82 to-ports=443 protocol=tcp in-interface=pppoe-outl dst-port

.129 to-ports=5000 protocol=tcp in-interface=pppoe-outl dst-po

.129 to-ports=5001 protocol=tcp in-interface=pppoe-outl dst-po

.129 to-ports=8920 protocol=tcp in-interface=pppoe-outl dst-po

.100 to-ports=443 protocol=tcp in-interface=pppoe-outl dst-por

.1 to-ports=80 protocol=tcp in-interface=pppoe-outl dst-port=5

.101 to-ports=443 protocol=tcp in-interface=pppoe-outl dst-por

-interface=pppoe-outl dst-port=

-interface=pppoe-outl dst-port=

-interface=pppoe-outl dst-port=

-interface=pppoe-outl dst-port=

-interface=pppoe-outl dst-port=

.18 to-ports=443 protocol=tcp in-interface=pppoe-outl dst-port

.106 to-ports=3389 protocol=tcp in-interface=pppoe-outl dst-po

.139 to-ports=3389 protocol=tcp in-interface=pppoe-outl dst-po

.82 to-ports=80 protocol=tcp in-interface=pppoe-outl dst-port=

.16 to-ports=50000 protocol=tcp in-interface=pppoe-outl dst-po

0/24 dst-address=10.100.1.0/24

active-peers print where comment=to tencent

UPTIME PH2-TOTAL REMOTE-ADDRESS

10m34s 1 119.91.254.122

(spi=0x2953159 or spi=0x8051BFF6)

or dst-address~"113.87.48.200")

E spi=0x2953159 src-address=119.91.254.122:4500 dst-address=113.87.48.200:4500

state=mature auth-algorithm=md5 enc-algorithm=aes-cbc enc-key-size=128 auth-

571dcc9eccbb5c48b5b5d" enc-key="df47098bf78a98a7bed4ed45b1£2a64908"
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addtime=aug/28/2022 17:22:10 expires-in=19ml7s add-lifetime=24m/30m current-
bytes=3303 current-packets=19 replay=128

1 E spi=0x8051BFF6 src-address=113.87.48.200:4500 dst-address=119.91.254.122:4500
state=mature auth-algorithm=md5 enc-algorithm=aes-cbc enc-key-size=128 auth-
key="20e63c4d95095d1£8d96c9e5b0£f256cf" enc-key="8d33edlbeald2df33f8aa8a28£d073b4"

addtime=aug/28/2022 17:22:10 expires-in=19ml7s add-lifetime=24m/30m current-
bytes=4121 current-packets=25 replay=128

[admin@MikroTik] /ip ipsec> /ip firewall connection print where tcp-state~"est" and
(src-address=""192.*" or dst-address~""10.100.1.*:[0-9]+")

Flags: E - expected, S - seen-reply, A - assured, C - confirmed, D - dying, F -

fasttrack, s - srcnat, d - dstnat
# PROTOCOL SRC-ADDRESS DST-ADDRESS TCP-STATE TIMEOUT
ORIG-RATE REPL-RATE ORIG-PACKETS REPL-PACKETS ORIG-BYTES REPL-BYTES
0 SAC tcp 192.168.1.12:48964 10.100.1.6:18888 established 23h51m23s
Obps Obps 23 18 4 009 3 263

[admin@MikroTik] /ip ipsec>

DYNAMIC-ADDRESS

200:4500"

I

d t
REPL-RATE ORTG-PACKETS REPL-PACKETS ORIG-BYTES REPL-BYTES
ol 23 18 4 009 3263

AILAEREECERIIRY, ERARE P imli:

© 17:35:37 1 2 10.100.
PING 10.1600.1.6[ /=R IP] (10.100.1.6[ /53 IP]) 56(84) bytes of data.
64 bytes from 10.100.1.6[/53#M IP]: icmp_seq=1 tt1=62 time=9.76 ms
64 bytes from 10.100.1.6[/53#M IP]: icmp_seq=2 tt1=62 time=9.93 ms

- 10.100.1.6[/53®™ IP] ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001lms
.755/9.843/9.931/0.088 ms

eroute 10.100.1.6
traceroute to 10.100.1.6[ IP] . i IP]), 30 hops max, 60 byte packets
1 _gateway (192.168.1.1[ A WS NEBR]1) 0.386 ms 0.225 ms 0.188 ms
2 192.168.1.11[Jm3M X7 H YEEPI] (192.168. 1. 11[/R4kM 3 5 FIfEsAE R — N &M ]) 0.263 ms ©0.279 ms 0.234 ms
3 * ko ok
4 10.100.1.6[/53kM IP] (10.100.1.6[/4%™ IP]) 9.684 ms 9.655 ms 9.627 ms
LA 017:35:51 AL

B, CLIRIUECE R RTINS,

h. ERRIEFASIREREEX

5 [RE
invalid HASH_V1 payload length, decryption failed? could not decrypt M= HA—
payloads message parsing failed £

parsed IKE_SA_INIT response 0 [ N(NO_PROP) ] received
NO_PROPOSAL_CHOSEN notify error received
AUTHENTICATION_FAILED error notify

IKEWMYARASA—
.

received AUTHENTICATION_FAILED error notifyed ZJZ‘ AR A—
i o
AN tRIRFIIT
IRRA—EL

[IKE] IDir xxxx does not match to xxxx

RPEFDSI

[IKE] sending retransmit 1 of request message ID 0, seq 1
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s BEmPmx

received UNSUPPORTED_CRITICAL_PAYLOAD error notify BT, iSE4EIRM
~HIP,
= W SRl
received INVALID_ID_INFORMATION error notify i’fiiﬁ: &
mA—EL,
BRI TR

received HASH payload does not match integrity check failed .
R,

parsed INFORMATIONAL_V1 request xxxx [ HASH N(NO_PROP) ] I ERSIAUE

received NO_PROPOSAL_CHOSEN error notify =3 S

ESP:AES_CBC_256/HMAC_SHA1_96/MODP_1024/NO_EXT_SEQ no

. . DHAHEA—EL,
matching proposal found, sending NO_PROPOSAL_CHOSEN

EEOITEFIBRIRERIE, BRULUMERRSHEE. BEFRATERF N, BREEARES
NEo, AISRIEBNEIER 5753 RA.


https://cloud.tencent.com/document/faq/554
https://www.alibabacloud.com/help/zh/vpn-gateway/latest/faq-about-ipsec-vpn-connections
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