


— B
nping/anmapfYFap<, Fnmap—HARBEFFRRNEE, REREFnmapHiaeEMnping, SFEE

i}

>

BEMAHRSERIRIRM, A3 M nping A RIRMUIEXR E NS ARFARFNE

. EFllfEz((PROBE MODES)

B _E nping man3Zi4 STRFA L AERIIEER -
8% 1588
--tcp-connect T tep iR
—-tcp tepiRil
--udp udp#Ri
—-icmp icmp#R
arp/rarpiRill

AR T (EBL S --tep/--udp/-—-icmp—it2(E )

--arp

--tr/--traceroute

UM ERUES R E R R SR AE.

1.tcpiEREIRET (--tcp-connect)
HERBS-p. -gMAEMSEL, 725/918Edest port, src port
S5 1568
-p/--dest-port 1EE B RYim O
IEERHRC

-g/--source-port

1) {5EBRIIROFEN(-p/--dest-port)

nping --tcp-connect -p 80 192.168.1.1
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nping 80 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 06:52 CST
(0.0018s) Starting TCP Handshake > 192.168.1.1:80
.0021s) Handshake with 192.168.1.1:80 completed
.0033s) Starting TCP Handshake > 192.168.1.1:80
.0036s) Handshake with 192.168.1.1:80 completed
.0049s) Starting TCP Handshake > 192.168.1.1:80
.0051s) Handshake with 192.168.1.1:80 completed
.0063s) Starting TCP Handshake > 192.168.1.1:80
.0067s) Handshake with 192.168.1.1:80 completed
.0080s) Starting TCP Handshake > 192.168.1.1:80
.0082s) Handshake with 192.168.1.1:80 completed

(0
(1
(1
(2
(2
(3
(3
(4
(4

Max rtt: 0.330ms | Min rtt: 0.195ms | Avg rtt: 0.258ms
TCP connection attempts: 5 | Successful connections: 5 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 4.01 seconds

BEZATRN, JUERFERHESTM0mOMtcpZEX, BNMEERUWAEEARKLESR, EE
REAR-c5H,

-PEHEILUSER NS MmO, FLIHEEEFE L NGO :
nping --tcp-connect -p 22,80,443 192.168.1.1
R CTEE:

nping --tcp-connect -p 22-443 192.168.1.1

2) IEERROFN(-g/--source-port)
{EFE655355um %t BirEN22i8 A AFCIRN, CIEERE1K:

nping --tcp-connect -g 65535 -p 22 192.168.1.1 -c 1

nping 65535 22 192.168.1.1 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:00 CST

SENT (0.0019s) Starting TCP Handshake > 192.168.1.1:22
RCVD (0.0075s) Handshake with 192.168.1.1:22 completed

Max rtt: 5.602ms | Min rtt: 5.602ms | Avg rtt: 5.602ms
TCP connection attempts: 1 | Successful connections: 1 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 0.01 seconds

(<]

2021-10-25 67:00:01.823953 192.168.1.99 192.168.1.1 Tcp 76 oxa2ba (17082) 0.000000000 65535 » 22 [SYN] Seq=1565368366 Win=64240 Len=0 MSS=1460 SA
2021-10-25 07:00:01.824147 192.168.1.1 192.168.1.99 Tcp 76 0x0000 (0) ©0.000194000 0.000194000 22 » 65535 [SYN, ACK] Seq=909312592 Ack=1565368367 Win=6553
2021-10-25 67:00:01.824204 192.168.1.99 192.168.1.1 TcP 68 0x42bb (17083) 0.000057000 0.000057000 65535 » 22 [ACK] 5eq=1565368367 Ack=909312593 Win=64256 Len
2021-10-25 07:00:01.828897 192.168.1.1 192.168.1.99 ssH 470 oxdsf1 (54769) 0.004693000 Server: Protocol (SSH-2.0-dropbear), Encrypted packet (len=
2021-10-25 07:00:01.828950 192.168.1.99 192.168.1.1 TcP 68 oxa2bc (17084) 0.000053000 0.000053000 65535 > 22 [ACK] Seq=1565368367 Ack=99312995 Win=64128 Len
2021-10-25 07:00:01.829695 192.168.1.99 192.168.1.1 68 oxazbd (17685) 0.000745000 65535 > 22 [RST, ACK] Seq=1565368367 Ack=009312995 Win=641

B LABEIEFimAIIRSS i F S hiE (65535 -> 22), NRIBIEFMIHO, NKEIHNEREIXFRY:

1
2
3
T
5
6

nping 65535 23 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:03 CST
SENT (0.0018s) Starting TCP Handshake > 192.168.1.1:23
RCVD (0.0020s) Possible TCP RST received from 192.168.1.1:23 --> Connection refused

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
TCP connection attempts: 1 | Successful connections: 0 | Failed: 1 (100.00%)
Nping done: 1 IP address pinged in 0.00 seconds
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Tine Source. Destination Protocol Lenzth Identification tep. analysis.ack s Time since frane in this Info
192.168.1.1 TCP 76 ox88ad (34989) 0600000 65535 > 23 [SYN] Seq=1529107815 Win-64240 Len-0

23 > 65535 [RST, ACK] Seq=0 Ack=1529107816 Win=0j

B EESYNRISEE, HRIERSTACKELAT,
2.tepiFiiEzU(--tep)

S5 i58H

-p/--dest-port S =]
-g/--source-port e
--seq BERIS
--flags IEEtCpiRR
--ack fEEackE
--win EEEOAN
--badsum EFREH TR checksum

tep IR tep-connecRUMETRARIAER, AIEAEETAHER, MEENES, UTRKNER
BN SEPROR FEFF SRR,

1) {8EF/ BaYKO(-p/-9)

nping --tcp -p 80 -c 1 192.168.1.1
nping --tcp -g 65535 -p 80 -c 1 192.168.1¢1%

--teptRI, T 2RSS EUER--tep-connectiB T, FAUR S FEREIF4:

nping 80 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:23 CST
SENT (0.0604s) TCP 192.168.1.99:38945 > 192.168.1.1:80 S ttl=64 id=40162 iplen=40 seq=2505637678 win=1480
(0.0608s) TCP 192.168.1.1:80 > 192.168.1.99:38945 SA ttl=64 id=0 iplen=44 seq=4169810818 win=65535 <mss 1460>

Max rtt: 0.187ms | Min rtt: 0.187ms | Avg rtt: 0.187ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.11 seconds

nping 65535 80 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:25 CST
SENT (0.0583s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S ttl=64 id=45267 iplen=40 seq=3464495581 win=1480
(0.0588s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 id=0 iplen=44 seq=2612628233 win=65535 <mss 1460>

Max rtt: 0.275ms | Min rtt: 0.275ms | Avg rtt: 0.275ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds

tcp. stream eq 0 (<] -J+
Source Destinatio Protocol Lengt Tdentificatio tep. analysis. ack 1 Tise since previous frame in this Info

i 12621-10-25 67:26:44.163727 192.168.1.99 192.168.1.1 TP 56 0x064a (1610) 0.000000000 65535 » 80 [SYN] Seq=3988302625 Win=1480 Len=0

2 2021-10-25 07:26:44.163976 192.168.1.1 192.168.1.99 Tcp 62 0x0000 (0) 0.000249000 ©0.000249000 80 > 65535 [SYN, ACK] Seq=4177565852 Ack=3988302626 Win=655

3 2021-16-25 67:26:44.164032 192.168.1.99 P 3 0x0000 (0) 0.000056000 65535 > 80 [RST] 5eq-3988302626 Win=0 Len-o

#--tcp-connectBMZ WAIXBI R --tepRNHAAFETTAEER, WEISYN ACKIFNIFIETAIROFHR, Z
[ERRSTHUTER, FMnmaphd-sSHFHIMRWEE—, XHFTLUESEIENRZE, HERENE
RS RN,
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2) fEEtcptFEfL(--flags)
SRR AR EERRRAGtepIRI, FINEE— MEERIISYNEIERE:

nping --tcp -g 65535 -p 80 -c 1 --flags syn 192.168.1.1
nping --tcp -g 65535 -p 80 -c 1 --flags s 192.168.1.1

nping 65535 80 1 syn 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:44 CST
SENT (0.0343s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S tt1=64 1d=29699 iplen=40 seq=2903932639 win=1480
RCVD (0.0348s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 id=0 iplen=44 seq=3929136220 win=65535 <mss 1460>

Max rtt: 0.308ms | Min rtt: 0.308ms | Avg rtt: 0.308ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.07 seconds

nping 65535 80 1 s 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:45 CST
SENT (0.0563s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S tt1=64 id=52622 iplen=40 seq=323145542 win=1480
RCVD (0.0568s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 id=0 iplen=44 seq=4196632228 win=65535 <mss 1460>

Max rtt: 0.267ms | Min rtt: 0.267ms | Avg rtt: 0.267ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

BsynSE&RBEsE T, EEAXSANG, teJLAEE#FERA, LtLIISARISYN,ACK, PARIPSH,ACK;
LINMRBEILAIE R 168 H, SEEI[0x00-0xFF], FlENFERE0x0124SYN,ACKIEK:

v Flags: ex@12 (SYN, ACK)
Bed. .... .... Reserved: Not set
...0 ..., ... = Nonce: Not set
evee @00, ... = Congestion Window Reduced (CWR): Not set
cevs @0, .... = ECN-Echo: Not set
e 2400 ... = Urgent: Not set
eee. 41 ..., = Acknowledgment: Set
cess oe.. @... = Push: Not set
ceee «... .0.. = Reset: Not set

coco o0coo L.l. = Syn: Set | ~Q;Cf
teet eeee ...0 = Fin: Not set

nping 65535 80 1 0x012 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:54 CST
SENT (0.0519s) TCP 192.168.1.99:65535 > 192.168.1.1:80 |SA| tt1=64 id=29446 iplen=40 seq=3284155260 win=1480
RCVD (0.0526s) TCP 192.168.1.1:80 > 192.168.1.99:65535 |[R ttl=64 id=0 iplen=40 seq=3679463963 win=0

Max rtt: 0.437ms | Min rtt: 0.437ms | Avg rtt: 0.437ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

EREIMIKBNENARSTIESER, RAEBIRER, XE— M F2rAEEEFBK.

= .
3fEEEOKXRIM--win)
EEZ PR Window size 9160075 :
nping --tcp -g 65535 -p 80 -c 1 —-win 1600 192.168.1.1

nping 65535 80 1 1600 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 08:04 CST
SENT (0.0451s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S ttl=64 id=57804 iplen=40 seq=42178877 win=1600
(0.0455s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 id=0 iplen=44 seq=713783197 win=65535 <mss 1460>

Max rtt: 0.227ms | Min rtt: 0.227ms | Avg rtt: 0.227ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds
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=0 ]

o source Destination Frotocol Lonet Icentification tep.aralysis. ack 1 Time since previous frame in this Info
ri ]2021-16-25 08:04:16.383466 192.168.1.99 192.168.1.1 Tcp 56 oxelcc (57804) ©.000000000 65535 + 80 [SYN] Seq-42178877] win=1600] Len-0

2 2021-10-25 08 383654 192.168.1.1 192.168. TcP 62 0x0000 (0) 0.000188000 0.000188000 80 > 65535 [SYN, ACK] Seq=713783197 Ack=42178878
3 04 56 0x0000 (0) 0.000050000 65535 » 80 [RST] Seq=42178878 Win=6 Len=0

B OANEIAR BT im R BBl AR P KIRSMNENSE AT T, FEMinA EHNEREB/TXA
8, ERNENANMKINNEEEENFIMTUER, SXAEXNBERRMTUSINI—HREED
R Ksize, BENFEED HAIE.

3.udpiFMHE(--udp)

'l 1588
-g/--source-port EERIRO
-p/--dest-port i =[]

1) $EEBRIIROEN(-p/--dest-port)

nping --udp -p 53 -c 1 192.168.1.197

nping k] 1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 09:01 CST
SENT (0.0580s) UDP 192.168.1.99:53 > 192.168.1.197:53 tt1=64 id=34763 iplen=28

RCVD (0.0584s) ICMP [192.168.1.197 > 192.168.1.99 Port unreachable (type=3/code=3) ] IP [ttl=64 i1d=55330 iplen=56 ]

Max rtt: 0.189ms | Min rtt: 0.189ms | Avg rtt: 0.189ms
Raw packets sent: 1 (28B) | Rcvd: 1 (56B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

XiwEIE 7 Port unreachabelim[IAENA, RRSBRGG AR S S E R KIE=8 T .
2) iEERRORBRRO(-g/--source-port)

nping 65535 35 1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 08:59 CST
SENT (0.0456s) UDP 192.168.1.99:65535 > 192.168.1.197:53 ttl=64 id=61404 iplen=28
RCVD (0.0460s) ICMP [192.168.1.197 > 192.168.1.99 Port unreachable (type=3/code=3) ] IP [ttl=64 id=42270 iplen=56 ]

Max rtt: 0.250ms | Min rtt: 0.250ms | Avg rtt: 0.250ms
Raw packets sent: 1 (28B) | Rcvd: 1 (56B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.08 seconds

3) fig§payloadiElR{EH(--data-string)

nping --udp -g 65535 -p 8080 -c 1 --data-string test 192.168.1.197

nping 65535 8080 1 test 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 08:56 CST
SENT (0.0411s) UDP 192.168.1.99:65535 > 192.168.1.197:8080 ttl=64 id=58821 iplen=32
RCVD (0.0433s) UDP 192.168.1.197:8080 > 192.168.1.99:65535 ttl=64 id=50910 iplen=32

Max rtt: 1.961ms | Min rtt: 1.961ms | Avg rtt: 1.961ms
Raw packets sent: 1 (32B) | Rcvd: 1 (46B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 1.08 seconds

RERERNETEudp paylaod, BIERBRIENEERBpayloadFHEHEIN, XEMsocatfEBRIENLE
7 udp T EIEIHEE:

root@Server socat -v udp-1:8080,fork exec:'/bin/cat'
> 2021/10/25 08:56:19.337237 1length=4 from=0 to=3

test< 2021/10/25 08:56:19.338180 length=4 from=0 to=3
test2021/10/25 08:56:19 socat[5463] E read(5, 0x55baba7e43f0, 8192): Connection refused
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4.icmpiFMHEZ(--icmp)

88 588
--icmp-type & &icmp type
--icmp-code & Eicmp code

--icmp-id RERRId

--icmp-seq REFIIS
—-icmp-redirect-addr IREEEMHIE

--icmp-param-pointer RESH S
--icmp-advert-entry AN INES FSCAR

--icmp-orig-time REYIIART B8
--icmp-recv-time IRERAT EE
--icmp-trans-time RE AT AR

SHFEE N MicmpSEIENIRES , BIEMHIRE A EFCHIS .
1) ¥§xEicmp typeZE{FA(--icmp-type)

npingfEIFRIFAEEE X Alicmp type. icmp cade; BEBENER, EXTEMHARUGEFRH,
BRAREAANS, WTHRHMRSANTLIRLA.

Afgicmp request:

nping --icmp --icmp-type &)~c/1 192.168.1.1

nping 8 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:16 CST
SENT (0.0681s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=64637 seq=1] IP [ttl=64 id=21908 iplen=28 ]

RCVD (0.0685s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=64637 seq=1] IP [ttl=64 id=29718 iplen=28 ]
ax rtt: 0.149ms | Min rtt: 0.149ms | Avg rtt: 0.149ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.11 seconds

XHELE—PEERicmpiER, BERMBESHHATE, MRAIEE-icmp-typeMIEVIAEZS,

R Ricmp reply:

nping --icmp --icmp-type 0 -c 1 192.168.1.1

nping 0 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:18 CST
SENT (0.0484s) ICMP [192.168.1.99 > 192.168.1.1 Echo reply (type=0/code=0) id=28487 seq=1] IP [ttl=64 id=17203 iplen=28 ]

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (28B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.09 seconds

XR—MNREENAER, EENENER, BeHiREKicmp requestAlIE] Ticmp reply, J5ES
HbpERnEERE RN, ARMISIMNREEE, BXMEMSERTLARMRAHE,
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2) igxEicmp code&ieIFEM(--icmp-code)
B icmp typeEBEItN—2Hicmp code, BTN,
EbanBHAREIXAicmp type A3, [EEticmp codeu3, NStEHlimOARIXIBK (Port unreachabel):

nping --icmp --icmp-type 3 --icmp-code 3 -c 1 192.168.1.1

nping 3 3 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap. /nping ) at 2021-10-25 19:27 CST
SENT (0.0333s) ICMP 192.168.1.99 > 192.168.1.1 Destination unreachable (type=3/code=3) ttl=64 1d=26355 iplen=28

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (28B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.08 seconds

(W 3et. cv0o ca 3 & Lcap.cods oa 3

tep. analysis. ack s Tine since previovs frame in this In

Frame 27: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
Internet Control Message Protocol

Type: 3 (Destination unreachable)

[Code: 3" {Port unreachable]l

Checksum: oxfcfe [correct]

[Checksun Status: Good]

Unused: 00000000

B Nicmp typeXdii—~Hicmp codeZ X, AISHRIANAE Y XFICMP1sAIty peFl A9 BeiseBA,

3) tExEicmp idEM(--icmp-id)

MEENX, WSHETLIgEIcmp identifier, BTSSR EIdentiRY, FIRERARERET, XimEH
LSRR Rn AR NIRRT, RESEE I 0<=N<2M6, BINE[0-65536), LLaligE
icmp id91024:

nping --icmp --icmp-code 0 --icmp<3dd 1024 -c 1 -vv 192.168.1.1 #-vvSE] LLVEGIE R H

nping (¢} 1024 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:50 CST

SENT (0.0482s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0)|id=1024 |seq=1] IP [ver=4 ihl=5 tos=0x00 iplen=28 id=422
02 foff=0 ttl=64 proto=1 csum=0x5252]

RCVD (0.0486s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=1024 seq=1] IP [ver=4 ihl1=5 tos=0x00 iplen=28 id=41788

foff=0 ttl=64 proto=1 csum=0x53f0]

Max rtt: 0.261ms | Min rtt: 0.261ms | Avg rtt: 0.261ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00131s | Tx bytes/s: 21406.73 | Tx pkts/s: 764.53
Rx time: 1.00165s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

(W icap. ident eq 1024 = <]
Yo Tie Source Destination Protoco Lengtr Laentification tcp.analysis. acks Time since previous frame in this Info

-1 2021-10-25 19:50:54.427830 192.168.1.99 192.168.1.1 aMP a oxaada (42202) Echo (ping) request [1d=0x0400] seq=1/256, ttl=64 (reply
L2 2021-10-25 19:50:54.428033 192.168.1.1 192.168.1.99 cMp 62 6xa33c (41788) Echo (ping) reply  1d=0x8466, seq=1/256, ttl=64 (reque

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksun: oxf3fe [correct]
[Checksun Status: Good]
Tdentifier (LE): 4 (0x0004)
Sequence Number (BE): 1 (@x@001)
Sequence Number (LE): 256 (0x@100)
Response frame: 2

TENE, YEENRicmpAaNARNES, MicmpEBEmHASERIdER.

(A Ticmm. type eq 3 &k omp. code eq &

Yo. Tine Source. e Longtn

5.2cky Tine since previous frane in this Inf
nation unreachable (Port unreachable)

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)

Linux cooked capture vi

Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
v Internet Control Message Protocol

Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: @xfcfc [correct]
[Checksum Status: Good]

Unused: 00000000
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4) IgxEicmp seqiFEilll(--icmp-seq)
FidTHBESRML, EEseqFFIS:

nping --icmp --icmp-seq 1 -c 1 -v 192.168.1.1

nping 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 21-10-25 20:07 CST

SENT (0.0446s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=41425|seq=1] IP [tt1=64 i1d=54894 proto=1 csum=0x20be
iplen=28 ]

RCVD (0.0450s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=41425 seq=1] IP [tt1=64 id=37878 proto=1 csum=0x6336 i

plen=28 ]

Max rtt: 0.157ms | Min rtt: 0.157ms | Avg rtt: 0.157ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00134s | Tx bytes/s: 20864.38 | Tx pkts/s: 745.16
Rx time: 1.00158s | Rx bytes/s: 45.93 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

[ATiem-sea ea 1

~o. Tine Source Destination Protocol Lensth TdentiFicat fon . analysic.acks T Tnfo

r 1 2021-10-25 20:07:28.779830 192.168.1.99 192.168.1.1 oW Jaa oxdebe (54894) Echo (ping) request id=exaldl,[seq=1}256, ttl=64 (reply in 2)
L2 2021-10-25 20:07:28.779992 192.168.1.1 192.168.1.99 TP 62 ex93f6 (37878) Echo (ping) reply  id=6xaldl, seq=1/256, ttl=64 (request in 1)

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: 0x562d [correct]

[Checksum Status: Good]

Identifier (BE): 41425 (oxaldl)

Identifier (LE): 53665 (oxdlal)

Sequence Number (LE): 256 (0x0100)

[Response frame: 2]

BiTicmp.seqrI LA ES RIS ERIFSIS.

REIR, --icmp-idf--icmp-seqtB AT LARIAT{EAD :
nping --icmp --icmp-id 1024 --icmp-seq 1 -c 1 —v.192.168.1.1

nping 1024 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 20:11 CST

SENT (0.0525s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=1024 seq=1] IP [ttl=64 1d=8299 proto=1 csum=0xd6cl i
plen=28 ]

RCVD (0.0529s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=1024 seq=1] IP [tt1=64 id=26493 proto=1 csum=0x8faf ip

len=28 ]

Max rtt: 0.214ms | Min rtt: 0.214ms | Avg rtt: 0.214ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
[Tx time: 0.00131s | Tx bytes/s: 21357.74 | Tx pkts/s: 762.78
Rx time: 1.00161s | Rx bytes/s: 45.93 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.10 seconds

5.arp/rarp#RilEz(--arp)

el 1508
arpiRUIZEEY, AT8E: arp. arp-reply. rarp. rarp-reply
IEERIZERIMACHELE
IEERIZERIIPHELE
e BREHAIMACHEIE
YEE BARENAYIPIEE
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1) IEEERUSEY(--arp-type)
STEARPHOSRIIESE, STLLRARPIATLLERARPLURSI R Ieply R L.

B EXimET A XarpiS, EEIRIRAImacitit:

nping --arp --arp-type arp -c 1 192.168.1.1

nping arp 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 01:45 CST
SENT (0.0559s) ARP who has 192.168.1.17 Tell 192.168.1.99
RCVD (0.0564s) ARP reply 192.168.1.1 is at 00:0C:29:BE:5A:26

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds

EIEEA LUK Rarp-reply, EFIEXIIRAIZE CSHIMACHHE:

nping --arp --arp-type arp-reply -c 1 192.168.1.1

nping arp-reply 1 192.168.1.1

Starting Nping 0.7.91 (_https://nmap.org/nping ) at 2021-10-31 01:52 CST
SENT (0.0473s) |ARP reply|192.168.1.99 is at 00:90:27:E2:74:38

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.09 seconds

Openwrt X
root@openWrt:~# tcpdump -i any -nn Y
tcpdump: listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 bytes
01:52:59.031438 ARP, Ethernet (len 6), IPv4 (len 4), |Reply |192.168.1.99 is-at 00:90:27:e2:74:38, length 46
01:52:59.031446 ARP, Ethernet (len 6), IPv4 (len 4), |Reply |192.168.1.99 is-at 00:90:27:e2:74:38, length 46

2) IEERIEEIVACIHIL(--arp-sender-mac)

RIS LEEmacKIX X in £, BT LAR B T /R inATarpititsR, X arpHidRm
RIBRY:

nping --arp --arp-type arp-reply --arp-sender-mac 00:00:00:00:00:01 -c 1 192.168.1.1

nping arp-reply 00:00:00:00:00:01 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 02:02 CST
SENT (0.0484s) [ARP reply 192.168.1.99 is at 00:00:00:00:00:01

RCVD (0.3800s) ARP who has 192.168.1.197? Tell 192.168.1.100

RCVD (0.3800s) ARP who has 192.168.1.107 Tell 192.168.1.100

RCVD (0.3800s) ARP who has 192.168.1.997 Tell 192.168.1.100

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A

Raw packets sent: 1 (42B) | Rcvd: 3 (138B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 0.41 seconds

root@penWrt:~# arp -a|grep 1.99
192.168.1.99 0x1 0x2 00:00:00:00:00:01
root@openWrt: ~#
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3) IBEAIEEAIPHLL(--arp-sender-ip)

B8, thBEaTLAfhiEarpkEBERYsend ip address=FER, 1EXFumFAIAmarpEibiER 2 ITRIBIEAR X
19, EttthSreplyZaitiEititit :

nping --arp --arp-type arp --arp-sender-ip 192.168.1.197 =-c 1 192.168.1.1

nping arp 192.168.1.197 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 02:10 CST
SENT (0.0394s) [ARP who has 192.168.1.17 Tell 192.168.1.197
RCVD (0.0400s) ARP reply 192.168.1.1 is at 00:0C:29:BE:5A:26

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.07 seconds

root@Server tcpdump -iany -nn -s @ -v host 192.168.1.1 and arp -c 1
tcpdump: listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
02:10:53.834754 ARP, Ethernet (len 6), IPv4 (len 4),| Request who-has 192.168.1.1 tell 192.168.1.197, length 46
1 packet captured
1 packet received by filter
0 packets dropped by kernel
root@Server

F--arp-sender-ipfBECEMA, AILUARIMEIPHIEMAC, M #EdAXarpiER, HEKIBEKISERRN
LIRERYPIELE

nping --arp --arp-type arp --arp-sender-ip 192.16841.197 --arp-sender-mac
00:0c:29:50:c6:dc -c 1 192.168.1.84

nping arp 192.168.1.197 00:0c:29:50:¢c6:dc 1/192.168.1.84

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 02:26 CST 1 2
SENT (0.0563s) ARP who has 192.168.1.847 Tell 192.168.1.197

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.09 seconds

Debian-home X Debian-home (1)
root@Server tcpdump -iany -nn -s 87 -v host 192.168.1.84 and arp -v -c 2
tcpdump: listening on any, link-type LANUX SLL (Linux cooked), capture size 262144 bytes
02:26:32.133452 ARP, Ethernet (len &), IPv4 (len 4), Request who-has 192.168.1.84 tell 192.168.1.197, length 46
02:26:32.133505 ARP, Ethernet (lefi 6), IPv4 (len 4),|Reply 192.168.1.84 is-at 00:0c:29:92:26:bb|, length 46
2 packets captured
2 packets received by filter
0 packets dropped by kerpé&l
root@Server ip_add s ens192|grep -Po '(?i)(?<=ether\s)[\w+:]+(?=\sbrd)"

root@Server

arpiELal T

(T azp. sre. proto_ipve — 192.168. 1,197

Yo, Tine Source Destination Protocol Length Identification tep. analysis.ack 1 Ti Info
2 2021-10-31 02:36:04.383535 Intel e2:74:38 ARP a4 Who has 192.168.1.84? Tell 192.168.1.197

Frame 2: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
~ Linux cooked capture vi
Packet type: Sent by us (4)
Link-layer address type: Ethernet (1)
Link-layer address length: 6
source: Intel e2:74:38 (00:90:27:e2:74:38)
Unused: 6000
Protocol: ARP (©x@806)
~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
protocol size: 4
Opcode: request (1)
Sender MAC address: VMware 50:c6:dc (80:0c:29:50:c6:dc)) w—
Sender IP address: 192.168.1.197 0
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target 1P address: 192.168.1.84] @ dEik:Lo-le 2
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4) IEEBREHMACHELER IPHbLIE(--arp-target-mac/--arp-target-ip)/ARP;Z it

ECERIE/LNSEUER, fEEarpLEBal{nEiIFraIP/IMACEER, LhaliE1.841R4REI— NAIERERIMAC
otk B, mRKENAXarp reply, RlFET. EFTEHEHARPE:

nping --arp --arp-type arp-reply —--arp-target-mac 00:0C:29:BE:5A:26 --arp-target-ip
192.168.1.1 --arp-sender-ip 192.168.1.84 --arp-sender-mac 00:00:00:00:00:01 -c 1
192.168.1.1

nping arp-reply ©0:0C:29:BE:5A:26 192.168.1.1 192.168.1.84
:00:00:00:01 © 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 03:01 CST
SENT (0.0445s) |ARP_reply 192.168.1.84 is at 00:00:00:00:00:01
0.7610s) ARP who has 192.168.1.84? Tell 192.168.1.100

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 1 (46B) | Lost: © (0.00%)

Nping done: 1 IP address pinged in 1.09 seconds

Openwrt X
root@penWrt:~# arp -a|grep 1.84
192.168.1.84 0x1 0x2 00:00:00:00:00:01 br-lan
root@openWrt:~# _

LIRGBERYIP-MACHENE RS BB FEART, FMXHarpRBER, GixAP e ERmarpitit R,
N<SHBEFET, XMTHBETRZ Narpizifts,

6. FNRIU RIS HIRER(--tr/--traceroute)

IEENERFTCP/UDP/ICMPIRIUIER,, FERTFTCPEEREMIARPHEL,

LA ARRESEES, MigNZEpingT, REA TEEIMY, BBAEIELSTCP/UDP/ICMPETLL
FEERHIIRHIRERERIINY, SRS IR TNERAT mEbRl—E, BLiEhREAAE
N (fAFRELEE R ) clientinE K E Lt 2B AW RAY.

Xtep/53um i T HERER :

nping --tcp -p 53 --traceroute -c 12 =-flags syn -v 119.29.29.29

©  © 03:21:24 A S nping 53 12 syn 119.29.29.29

0.7.80 ( https://nmap.org/nping ) at 2021-10-31 03:22 CST
TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=1 id= 13830 proto=6 csum=0x0cfd iplen=40
ICMP [10.90.6.26 > 172.22.54.125 TT during transit (type=11/code=0) ] IP [ttl=64 id=53676 pro csum=0xb531 iplen=68 ]
TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=2 id: 38}0 proto=6 csum=0x0bfd iplen=40
ICMP [11.73 0.41 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1l=254 id=57 proto=1 csum=0xcdc6 iplen=56 ]
. .125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=3 1d=13830 proto=6 csum=0x0afd iplen=40
.124.69 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=253 i 3 proto=1 csum=0x5208 iplen=56 ]
140621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl id=13830 proto=6 csum=0x09fd iplen=40
ICMP 25 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=252 i 20 proto=1 csum=0xf9b8 iplen=56 ]
5 40621 > 119.29.29.29:53 S seq=2230896644 wi 80 csum=0x476D] IP [ttl=5 id=13830 proto=6 csum=0x08fd iplen=40
ICMP [11 4.41 > 172.22.54.125 TTL=0 during transit (typ /code=0) 1 IP [ttl=251 id=42243 proto=1 csum=0x50el iplen=96 ]
TCP [172 . 140621 > 119.29.29.29:53 S seq=2230896644 wi 80 csum=0x476D] IP [ttl=6 id=13830 proto=6 csum=0x07fd iplen=40
ICMP [10 . > 172.22.54.125 TT during transit (type /code=0) ] IP [tt1=250 id=0 proto=1 csum=0xae®9 iplen=56 ]
TCP [172 . 140621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=7 id=13830 proto=6 csum=0x06fd iplen=40
ICMP [14 .89. > 172.22.54. i =11/code=0) ] IP [ttl=244 id=0 plutu 1 csum=0xfaca iplen=56 ]
140621 > 119.29.29.29: 4 1480 csum=0x476D] IP [ttl=8 3830 proto=6 csum=0x05fd iplen=40
:40621 > 119. 8 4 w 80 cs x476D] IP [ttl=9 i 3830 proto=6 csum=0x04fd iplen=40 ]
:40621 > 119. 5eq=2230896644 wi 80 csum=0x476D] IP [ttl=10 id=13830 proto=6 csum=0x03fd iplen=40 ]
3830 proto=6 csum=0x02fd iplen=40 ]
1L, 02775) TCP [172 22 54 125 40621 > 119 29 29 29:53 S 5eq=2230896644 win=1480 csum=0x476D] IP [ttl=12 id=13830 proto=6 csum=0x01fd iplen=40 ]

Max rtt: 33.166ms | Min rtt: 1.957ms | Avg rtt: 15.376ms

Raw packets sent: 12 (480B) | Rcvd: 7 (444B) ||Lost: 5 (41.67%)
[Tx time: 11.01216s | Tx bytes/s: 43.59 | Tx pkts/s: 1.09

Rx time: 12.01285s | Rx bytes/s: 36.96 | Rx pkts/s: 0.58

Nping done: 1 IP address pinged in 12.05 seconds

[0 ©03:22:26 NS

E AR FBopenwrtff 75K, -rfREFE—ik, XBEERS—aS i,
. iZEEI’\J—C 12BN SRAR12MRANE, FJLIERARKRGRETN12MT R, RIAE
T RIRN—IR,

. %EETT%@KNM-W%), HABHEESN EHNER, RURXIRAI53/dnsfRSBiR0, iREK
f2dns queryiEXK, EXJmERIKEMMAINE, ELIHRUTIRH, RENHAWA, NS
=8.
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AIEME, PETREMINAITEE, EAHTEZERESREFLRIREELILRIE, {Enping
SEXE S N NAEIR T REIERREmAM— I Gatst, RIESEhRE HFIED
b, FRXKMREZNESR, ERTEPUESEMYAIBRIRERE 2N ERILE,

ICMP/UDPI[E)3E:

nping --udp -p 53 --traceroute -c 12 -v 119.29.29.29
nping --icmp --traceroute -c 9 -v 114.114.114.114

© 03:31:05 nping 53 12 119.29.29.29

[Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2021-10-31 03:31 CST
(0.0163s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=1 id=18180 proto=17 csum=0xfbff iplen=28 ]
(0.0191s) ICMP [10.90.5.26 > 172.22.54.125 TT during transit (typ 1/cod ) 1 IP [ttl=64 id=36956 proto=1 csum=0xf78d iplen=56
(1.0166s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=2 id=18180 proto=17 csum=0xfaff iplen=28
(1.0223s) ICMP [11.73.0.85 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=254 id=508 proto=1 csum=0xcbd7 iplen=56 ]
(2.0187s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=3 id=18180 proto=17 csum=0xf9ff iplen=28 ]
0219s) ICMP [10.255.123.217 > 172.22.54.125 TTL=0 d ng transit (type=11/code=0) ] IP [tt1=253 id=224 proto=1 csum=0x52b9 iplen=56
.0198s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=4 id=18180 proto=17 csum=0xf8ff iplen=28 ]
(3.0216s) ICMP [10.255.124.49 > 172.22.54.125 TTL=0 during transit (typ 1/code=0) ] IP [ttl=252 id=566 proto=1 csum=0x520b iplen=56 ]
(4.0218s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=5 id=18180 proto=17 csum=0xf7ff iplen=28 ]
(4.0559s) ICMP [1460.205.25.37 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=251 id=7237 proto=1 csum=0xlad2 iplen=96 ]
(5.0229s) UDP [172.22.54.125:53 > 119.29.29.29: csum=0x88A6] IP 1d=18180 proto=17 csum=0xf6ff iplen=28
(5.0572s) ICMP [10.54.37.214 > 172.22.54.125 TTL=0 during transit 1/code=0) ] IP [ttl=250 id=0 proto=1 csum=0xaell iplen=56 ]
(6.0239s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP =7 1d=18180 proto=17 csum=0xf5ff iplen=28
(6.0579s) ICMP [144.48.89.33 > 172.22.54.125 TTL=0 during transit 1/code=0) ] IP [ttl=244 id=0 proto=1 csum=0xfacb iplen=56 ]
(7.0254s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP 1d=18180 proto=17 csum=0xf4ff iplen=28 ]
(8.0259s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP i1d=18180 proto=17 csum=0xf3ff iplen=28 ]
(9.0268s) UDP [172.22.54.125:53 > 119.29.29.2 3 csum=0x88A6] IP [ttl=10 id=18180 proto=17 csum=0xf2ff iplen=28
(10.0280s) UDP [172.22.54.125:53 > 119.29.29.29:53 csu x88A6] IP [tt 1 i 8180 proto=17 csu xf1ff iple 8
(11.0290s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=12 id=18180 proto=17 csum=0xfOff iplen=28 ]

Max rtt: 34.272ms | Min rtt: 1.765ms | Avg rtt: 16.514ms

Raw packets sent: 12 (336B) | Rcvd: 7 (432B) | Lost: 5 (41.67%
i 11.01384s | Tx bytes/s: 30.51 | Tx pkts/s: 1.09

Rx time: 12.01465s | Rx bytes/s: 35.96 | Rx pkts/s: 0.58

INping done: 1 IP address pinged in 12.06 seconds

© 0 03:31:23 A

© 03:34:13 nping 114.114.114.114

IStarting Nping 0.7.80 ( https://nmap.org/nping ) at 2021-10-31 03:34 CST
(0.0214s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=1] IP [ttl=1 id=46038 proto=1 csum=0x3e93 iplen=28
(0.0231s) ICMP [10.90.7.26 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=64 id=39459 proto=1 csum=0xebc6 iplen=56 ]
(1.0223s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=2] IP [ttl=2 id=46038 proto=1 csum=0x3d93 iplen=28
(1.2124s) ICMP [11.73.0.73 > 172.22.54.125 TTL=0 during transit (type=11/cod i o 1 csum=0xccfd iplen=56 ]
(2.0240s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id 5 2 1d=46038 proto=1 csum=0x3c93 iplen=28
(2.0264s) ICMP [10.255.124.89 > 172.22.54.125 TTL=0 during transit (type=11/cod i 65 proto=1 csum=0x5148 iplen=56 ]
(3.0248s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=4] IP [ttl=4 id=46038 proto=1 csum=0x3b93 iplen=28
(3.0260s) ICMP [10.255.124.49 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=252 i 55 proto=1 csum=0x527a iplen=56 ]
(4.0252s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code seq=5] IP [tt 1d=46038 proto=1 csum=0x3a93 iplen=28
(4.0616s) ICMP [140.205.25.37 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=249 i 7076 proto csum=0xf6la iplen=168 ]
(5.0269s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=6] IP [ttl=6 1d=46038 proto=1 csum=0x3993 iplen=28
(5.0628s) ICMP [103.52.72.225 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=250 i 8 proto=1 csum=0x2e00 iplen=56 ]
(6.0281s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id seq=7] IP [tt 1d=46038 proto=1 csum=0x3893 iplen=28
(6.0643s) ICMP [180.97.126.169 > 172.22.54.125 TTI during transit (type=11/code=0) ] IP [ttl=248 id=116 proto=1 csum=0xac9e iplen=56 ]
(7.0294s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=8] IP [tt 1d=46038 proto=1 csu x3793 iplen=28
(7.0622s) ICMP [180.97.126.5 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=246 id=226 proto=1 csum=0xaed4 iplen=56 ]

190.001ms | Min rtt: 1.091ms | Avg rtt: 42.006ms
Raw packets sent: 8 (224B) | Rcvd: 8 (560B) | Lost: © (0.00%)
ime: 7.05447s | Tx bytes/s: 31.75 | Tx pkts/s: 1.13
: 7.05447s | Rx bytes/s: 79.38 | Rx pkts/s: 1.13

=, HNELRIFHF(OPTIONS)

1.IPv4 OPTIONS

BT E RS EHRVASENEI:

1EEIR 1568
-S/--source-ip BRI
--dest-ip RE BRIt
--id & Eidentification=2E&
—-df i na sl
—ttl RELTFEHA0-255]

--mtu REMTUKR/N
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1) $8EBEH(-S/--source-ip)

WSEEBN AN, IEERIAIER, TLSERMW-RRIIP, BRILUSEESIPHREINE, tHinisE
RIKIPE B RIEH1.197&1X80iR O AIsyn IR :

nping --tcp -S 192.168.1.1 --flags syn -p 80 -c 1 192.168.1.197

nping 192.168.1.1 syn 1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 03:35 CST
SENT (0.0530s) |TCP 192.168.1.1:12180 > 192.168.1.197:80| S ttl=64 id=52691 iplen=40 seq=2852990786 win=1480

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (40B) | Rcvd: 0 (6B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.08 seconds

Debian-home X
root@Server tcpdump -i any tcp port 80 and host 192.168.1.1 -nn
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
03:35:38.946428 IP 192.168.1.1.12180 > 192.168.1.197.80: Flags [S], seq 2852990786, win 1480, length 0
8.946500 IP 192.168.1.197.80 > 192.168.1.1.12180:| Flags [S.]), (e 197EXHMTSYN,ACK 2852990787, win 29200, options [mss

03:35:38.946686 IP 192.168.1.1.12180 > 192.168.1.197.80:[Flags [R],|s8q T AR T A SEEEIISYNACK, HEEEESYN

SHERT A RSEIPEARIET,

2) {EEB/IEN(--dest-ip)
BMHEEBERIEN, INAIE—EE, BASETIESE

nping --icmp --icmp-type 8 -c 1 --dest-ip 192N%68.1.1 192.168.1.197 #[1.1f11.197 Xkl
i cmp#R
nping --icmp --icmp-type 8 -c 1 -—-dest-dp\192.168.1.0/24 #[AI%EACoi KL 1 cmp R

nping 8 1 192.168.1.1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 03:43 CST

SENT (0.0611s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=9980 seq=1] IP [ttl=64 id=6563 iplen=28 ]
RCVD (0.0615s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=9980 seq=1] IP [ttl=64 i1d=62840 iplen=28 ]
SENT (1.0616s) ICMP [192.168.1.99 > 192.168.1.197 Echo request (type=8/code=0) id=46717 seq=1] IP [ttl=64 1id=6563 iplen=28 ]
RCVD (1.0620s) ICMP [192.168.1.197 > 192.168.1.99 Echo reply (type=0/code=0) id=46717 seq=1] IP [ttl=64 id=4464 iplen=28 ]

Statistics for host 192.168.1.1:

| Probes Sent: 1 | Rcvd: 1 | Lost: 0 (0.00%)

| _ Max rtt: 0.188ms | Min rtt: 0.188ms | Avg rtt: 0.188ms
Statistics for host 192.168.1.197:

| Probes Sent: 1 | Rcvd: 1 | Lost: O (0.00%)

|_ Max rtt: 0.301ms | Min rtt: 0.301lms | Avg rtt: 0.301ms
Raw packets sent: 2 (56B) | Rcvd: 2 (92B) | Lost: 0 (0.00%)
Nping done: 2 IP addresses pinged in 1.10 seconds

3) }ExEidentification(--id)

identification=2E&, YNFHEEEMNSIEEFA, LEWE, icmprl@iI--icmp-id R --icmp-seqRARIFEIR
X, FTRIEBESEERNEZNSER, FREBEEMRIEREE--dFER, -idAIPER
identification, Elttarpi&8.

fEEtcpRNAGIdFER, MATLASHL:

nping --tcp -p 22 --id 1024 192.168.1.1 -v -c 1 #f8EidN102
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nping 22 1024 192.168.1.1 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 18:51 CST

SENT (0.0403s) TCP [192.168.1.99:65230 > 192.168.1.1:22 S seq=96950455 win=1480 csum=0xC902] IP [ttl=64 id=1024 proto=6 csum=0xf31lb
iplen=40 ]

RCVD (0.0407s) TCP [192.168.1.1:22 > 192.168.1.99:65230 SA seq=2471731162 win=65535 csum=0x83CF <mss 1460>] IP [ttl=64 id=0 proto=6

csum=0xb707 iplen=44 ]

Max rtt: 0.220ms | Min rtt: 0.220ms | Avg rtt: 0.220ms

Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00133s | Tx bytes/s: 30143.18 | Tx pkts/s: 753.58
Rx time: 1.00164s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

udp#Rl:

nping --udp -p 8080 --id 1024 --data-string test 192.168.1.197 -c 1 -v

nping 8080 1024 test 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 18:58 CST
SENT (0.60551s) UDP [192.168.1.99:53 > 192.168.1.197:8080 csum=0x73BE] IP [tt1=64 |id=1024|proto=17 csum=0xf254 iplen=32 ]
RCVD (0.0573s) UDP [192.168.1.197:8080 > 192.168.1.99:53 csum=0x73BE] IP [tt1=64 id=21460 proto=17 csum=0x6280 iplen=32 ]

Max rtt: 1.957ms | Min rtt: 1.957ms | Avg rtt: 1.957ms

Raw packets sent: 1 (32B) | Rcvd: 1 (46B) | Lost: O (0.00%)
Tx time: 0.00132s | Tx bytes/s: 24316.11 | Tx pkts/s: 759.88
Rx time: 1.00135s | Rx bytes/s: 45.94 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.09 seconds

AETip. idfEEHEA I RXAMSEIRY, ZGRERudp.streamBIR] BEI—&K=ER

Mlp e ion

No. Time Source Destination Pratocal Length Tdentification tep. analysis. ack s Ti Tnfo

r2 2021-11-04 18:58:08.823780 192.168.1.99 192.168.1.197 DNS 48 0x0400 (1024) Unknown operation (14) @x7465[Malformed Packet]

Frame 2: 48 bytes on wire (384 bits), 48 bytes captured (384 bits)
Linux cooked capture v1
~ Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.197
0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 32
Flags: 0x00
Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @xf254 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.99
Destination Address: 192.168.1.197
~ User Datagram Protocol, Src Port: 53, Dst Port: 8080
Source Port: 53
Destination Port: 8080
Length: 12
Checksum: 0x73be [unverified]
[Checksum Status: Unverified]
[Stream index: @]
v [Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: ©.000000000 seconds]
UDP pavload (4 bvtes)

4) ZEARS RRERL(--df)

BDDon't FragmentAR7tiF FEIRR, ZHiRSCK/NEI clientfserverimthEdIER/\TURS, ERASHIT
D REER, WESHNISERRTHITO FIRIE, ATRRIATES, BIENIHNIEART DROPIEEIER AT
R, WrESMEIPE, EUFEEIPES FRMNERREREFER, EMaWIFTCP, UDP,
ICMP= KRR,

nping --tcp -p 80 --df 192.168.1.1 -c 1

nping 80 192.168.1.1 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:22 CST
SENT (0.60576s) TCP 192.168.1.99:59561 > 192.168.1.1:80 S tt1=64 id=30843 iplen=40 seq=2856490660 win=1480

RCVD (0.0580s) TCP 192.168.1.1:80 > 192.168.1.99:59561 SA ttl=64 id=0 iplen=44 seq=961219897 win=65535 <mss 1460>

Max rtt: 0.236ms | Min rtt: 0.236ms | Avg rtt: 0.236ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds
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(WTtep. stream eq 0

No. Time Source Destination Protocol Length Identification tep. ana k1 Ti Info

2021-11-04 20:22 - 192.168.1. 192.168.1.1 TCcP 56 0x787b (30843) 59561 - 80 [SYN] Seq=
2021-11-04 20:22 99 TCP 62 0x0000 (0) 0.000188000 80 » 59561 [SYN, ACK]
2021-11-04 20:22 = .1, 192.168.1.1 0x0000 (0) 59561 » 80 [RST] Seq=|

w [

Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)
Linux cooked capture vi1
v Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: ©x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 4@
Identification: @x787b (30843)
Flags: @x40, Don't fragment
Reserved bit: Not set
Don't fragment: Set|
..0. .... = More fragments: Not set
Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: @x3ea@ [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.99
Destination Address: 192.168.1.1
Transmission Control Protocol, Src Port: 59561, Dst Port: 8@, Seq: 2856490660, Len: @

aILAER, IPEMflaghndURIDFFERIZSIA T, RnARITFD .
BB, HtRUE(EE:

nping --udp -p 53 --df 192.168.1.1 -c 1
nping --icmp --icmp-type 8 --df 192.168.1.1 -c 1

5) IREEFREA(--tt)

fExEtime to live, BMIREFREEE, BRI —MEHTR, tF— ANRAKE, NSERNRREIA
B, FEIOSEIAtIBER—HE,

tHIEIPELER, ARAIEATYSR, ICMP/TCP/UDPIYREHESTIF.

SnFEREHI91

nping --icmp --ttl 1 -c 1 -v 192.16841+
nping --udp -p 53 --ttl 1 -c¢ 1 -vw192.168.1.1
nping --tcp -p 80 --ttl 1 -c 1 =w192.168.1.1

nping 53 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:30 CST
SENT (0.0462s) UDP [192.168.1.99:53 > 192.168.1.1 csum=0x7BBF] IP [ttl=1 id=22642 proto=17 csum=0xddaa iplen=28

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A

Raw packets sent: 1 (28B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
: 0.00131s | Tx bytes/s: 21325.21 | Tx pkts/s: 761.61

Rx time: 1.00141s | Rx bytes/s: 0.00 | Rx pkts/s: 0.00

Nping done: 1 IP address pinged in 1.08 seconds

nping 80 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:30 CST
SENT (0.0425s) TCP [192.168.1.99:41974 > 192.168.1.1:80 S seq=1333014177 win=1480 csum=0x040A] IP [ttl=1 id=45335 proto=6 csum=0x8504 iplen=40

1
RCVD (0.0429s) TCP [192.168.1.1:80 > 192.168.1.99:41974 SA seq=1870731598 win=65535 csum=0x6935 <mss 1460>] IP [tt1=64 id=0 proto=6 csum=0xb717|
iplen=44 ]

Max rtt: 0.224ms | Min rtt: 0.224ms | Avg rtt: 0.224ms

Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00131s | Tx bytes/s: 30487.80 | Tx pkts/s: 762.20
Rx time: 1.00164s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

nping 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:31 CST
SENT (0.0491s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (typ /code=0) id=13098 seq=1] IP [tt
RCVD (0.0495s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13098 seq=1] IP [ttl=64 i

Max rtt: 0.280ms | Min rtt: 0.280ms | Avg rtt: 0.280ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00129s | Tx bytes/s: 21671.83 | Tx pkts/s: 773.99
Rx time: 1.00163s | Rx bytes/s: 45.93 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.10 seconds
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No. Time Source Destination Protocol Length Identification tep. analysis.acka Ti Info
-1 2021-11-04 20:31:14.599038 192.168.1.99 192.168.1.1 ICcMP 44 ox1lbda (7124) Echo (ping) reques
L 2 2021-11-04 20:31:14.599193 192.168.1.1 192.168.1.99 IcMp 62 oxd7ad (55213) Echo (ping) reply

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
v Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 28
Identification: @x1bd4 (7124)
Flags: ox00
Fragment Offset: @
[Expert Info (Note/Sequence): "Time To Live" only 1]
Protocol: ICMP (1)
Header Checksum: @x1a59 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.99
Destination Address: 192.168.1.1

EvRRAIImEEEN, FEAFELTRETR, FLUIREN1tEIEREHmEUE.

6) IREMTUX/(--mtu)
IBEAETT BRAE T (Maximum Transmission Unit), MREBHIREABENRED AKX,

nping --tcp -p 80 --mtu 16 --data-length 1000 -v 192.168.1.197 -c 1 #--data-lengthfiE
payloadK/h, BHLIHA

nping --icmp --mtu 16 --data-length 1000 -v 192.168.1.197 -c 1

nping --udp --mtu 16 -v 192.168.1.197 -c 1

nping 80 16 1000 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:06 CST
ISENT (0.60595s) TCP [192.168.1.99:58847 > 192.168.1.197:80 S seq=8465382 win=1480 csum=0xDD13] IP [ttl=64 id= 7 proto=6 csum=0x40de iplen=104

1
RCVD (0.0610s) TCP [192.168.1.197:80 > 192.168.1.99:58847 SA seq=1089709203 win=29200 csum=0xA96E <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb6
53 iplen=44 ]

Max rtt: 0.424ms | Min rtt: 0.424ms | Avg rtt: 0.424ms

Raw packets sent: 1 (1.040KB) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
ime: 0.00225s | Tx bytes/s: 461606.75 | Tx pkts/s: 443.85

Rx time: 1.00209s | Rx bytes/s: 45.90 | Rx pkts/s: 1.00

Nping done: 1 IP address pinged in 1.09 seconds

nping 16 1000 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:06 CST
ISENT (0.0435s) ICMP [192.168.1.99 > 192.168.1.197 Echo request (type=8/code=0) id=31796 seq=1] IP [tt1=64 id=48124 proto=1 csum=0x3684 iplen=10
28 1

RCVD (0.0448s) ICMP [192.168.1.197 > 192.168.1.99 Echo reply (type=0/code=0) id=31796 seq=1] IP [ttl=64 id=37617 proto=1 csum=0x5f8f iplen=10
1

Max rtt: 0.414ms | Min rtt: 0.414ms | Avg rtt: 0.414ms

Raw packets sent: 1 (1.028KB) | Rcvd: 1 (1.028KB) | Lost: 0 (0.00%)
X time: 0.00203s | Tx bytes/s: 506653.52 | Tx pkts/s: 492.85

Rx time: 1.00174s | Rx bytes/s: 1026.22 | Rx pkts/s: 1.00

Nping done: 1 IP address pinged in 1.08 seconds

nping 53 16 1000 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:06 CST
[SENT (0.0547s) UDP [192.168.1.99:53 > 192.168.1.197:53 csum=0x6FCO] IP [tt1=64 id=45968 proto=17 csum=0x3ee® iplen=1028 ]
RCVD (0.6561s) ICMP [192.168.1.197 > 192.168.1.99 Port 53 unreachable (type=3/code=3) ] IP [ttl=64 id=38107 proto=1 csum=0x5ea9 iplen=576 ]

Max rtt: 0.295ms | Min rtt: 0.295ms | Avg rtt: 0.295ms

Raw packets sent: 1 (1.028KB) | Rcvd: 1 (576B) | Lost: 0 (0.00%)
x time: 0.00217s | Tx bytes/s: 472643.68 | Tx pkts/s: 459.77
Rx time: 1.00175s | Rx bytes/s: 574.99 | Rx pkts/s: 1.00

Nping done: 1 IP address pinged in 1.11 seconds

2.[6 £ 485X (ECHO CLIENT/SERVER)

IR i71:):]
--ec/--echo-client =ZFimE
--es/--echo-server RS IRED
--ep/--echo-port 55 FE B e Mim SR iR el i
--nc/--no-crypto KANNZEFNIRIE

--once —REZEEIERS S

No. 16/ 21


af://n348
af://n353

1) clientfllserverif(--ec/--echo-client, --es/--echo-server)

XN SHEE R SR, _/\{’Ej]ﬂﬁ&lﬁﬁ —NEFim, Fliperf3g9c/sUEIEILEARZ, {Bnping
LLESHNZRRMEAFNAEN, FERFRSEMENTREI R BAYZER,

serveri ;

~ 1

nping --echo-server "public" -e ensl92 -vvv #publicMEREFZRFHE, EHclient M

root@Server nping --echo-server "public" -e ens192 -v3

Starting Nping 0.7.40 ( https://nmap.org/nping ) at 2021-11-04 21:48 CST
Packet capture will be performed using network interface ens192.
Waiting for connections...
Server bound to 0.0.0.0:9929
[1636033709] Connection received from 192.168.1.99:34879
[1636033709] Good packet specification received from client #0 (Specs=9,IP=4,Proto=6,Cnt=5)
[1636033709] NEP handshake with client #0 (192.168.1.99:34879) was performed successfully
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
[1636033714] Client #0 (192.168.1.99:34879) disconnected
~C
Raw packets captured: 3701 (709.221KB) | Echoed: 5 (230B) | Not Matched: 3696 (708.991KB) (99.86%)
i 63.53232s | Tx bytes/s: 0.00 | Tx pkts/s: 0.00
63.53232s | Rx bytes/s: 11163.15 | Rx pkts/s: 58.25
Nping done: 1 client served in 63.53 seconds
root@Server

clientii :
nping --echo-client "public" 192.168.1.197 --tcp =Zp 80

nping "public" 192.168.1.197 80

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:48 CST
(0.6521s) TCP 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.7347s) TCP 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
6525s) TCP 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1135713294 win=29200 <mss 1460>
6526s) TCP 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
6773s) TCP 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
6549s) TCP 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1150163029 win=29200 <mss 1460>
6567s) TCP 192.168.1.99:10570 > 192.168.1.197:80 S tt1=64 i1d=42904 iplen=40 seq=1982241044 win=1480
7311s) TCP 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1164625777 win=29200 <mss 1460>
1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1179104262 win=29200 <mss 1460>
1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1193544744 win=29200 <mss 1460>

6605s) TCP 192.168.
6749s) TCP 192.168.
6609s) TCP 192.168.
6617s) TCP 192.168.
7280s) TCP 192.168.

(0

(0.

(1.

(1.

(L.

(2.

(2-

(2.6572s) TCP 192.168.
(55-

(3.

(3.

(4.

(4.

(4.6622s) TCP 192.168.

Max rtt: 2.175ms | Min rtt: 0.207ms | Avg rtt: 0.662ms
Raw packets sent: 5 (200B) | Rcvd: 5 (230B) | Lost: O (0.00%)| Echoed: 5 (230B)
Nping done: 1 IP address pinged in 5.71 seconds

2) {EEKIFiRO(--ep/--echo-port)
IWESEETIN AN, BPiStEecho serverfMaImin, AONERIAF99929i% ]

serverif
nping --echo-server "public" -e ensl92 -v3 --ep 10 --nc #--ncAHUINERPLGAE, N LtbSE)EN

clientimtBEX N0 F
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root@Server nping --echo-server "public" -e ensl92 -v3 --ep 10 --nc

Starting Nping 0.7.40 ( https://nmap.org/nping ) at 2021-11-04 22:05 CST

Packet capture will be performed using network interface ens192.

Waiting for connections...

Server bound to 0.0.0.0:10

[1636034759] Connection received from 192.168.1.99:43217

[1636034759] Good packet specification received from client #0 (Specs=9,IP=4,Proto=6,Cnt=2)
[1636034759] NEP handshake with client #0 (192.168.1.99:43217) was performed successfully
IPv4:TCP:Raw Data:

IPv4:TCP:Raw Data:

[1636034761] Client #0 (192.168.1.99:43217) disconnected

clientig:
nping --echo-client "pubulic" 192.168.1.197 --tcp -p 80 --ep 10 --nc -c 2

nping "pubulic" 192.168.1.197 80 10

0.7.91 ( https://nmap.org/nping ) at 2021-11-04 22:07 CST

TCP 192.168.1.99:16298 > 192.168.1.197:80 S tt1=64 id=26127 iplen=40 seq=2549545244 win=1480

TCP 192.168.1.99:16298 > 192.168.1.197:80 S ttl=64 id=26127 iplen=40 seq=2549545244 win=1480

TCP 192.168.1.197:80 > 192.168.1.99:16298 SA ttl=64 id=0 iplen=44 seq=2140909652 win=29200 <mss 1460>
TCP 192.168.1.99:16298 > 192.168.1.197:80 S ttl=64 id=26127 iplen=40 seq=2549545244 win=1480

TCP 192.168.1.99:16298 > 192.168.1.197:80 S tt1=64 id=26127 iplen=40 seq=2549545244 win=1480

TCP 192.168.1.197:80 > 192.168.1.99:16298 SA ttl=64 id=0 iplen=44 seq=2155367872 win=29200 <mss 1460>

Max rtt: 0.401ms | Min rtt: 0.303ms | Avg rtt: 0.352ms
Raw packets sent: 2 (80B) | Rcvd: 2 (92B) | Lost: 0 (0.00%)| Echoed: 2 (92B)
Nping done: 1 IP address pinged in 2.25 seconds

3) —iRM4EMIfr(--once)
WS E T serverin, Hclientiz—RTEIRNGERG, HKEserverinfIiEifT.
serveri :

"

nping --echo-server "public" -e ensl92 =v3 --nc --once

root@Server nping --echo-server "public" -e ensl192 -v3 --nc --once

Starting Nping 0.7.40 ( https://nmap.org/nping ) at 2021-11-04 22:14 CST
Packet capture will be performed using network interface ens192.
Waiting for connections...
Server bound to 0.0.0.0:9929
[1636035295] Connection received from 192.168.1.99:44103
[1636035295] Good packet specification received from client #0 (Specs=6,IP=4,Proto=17,Cnt=2)
[1636035295] NEP handshake with client #0 (192.168.1.99:44103) was performed successfully
Data:
: : Data:
[1636035297] Client #0 (192.168.1.99:44103) disconnected

Raw packets captured: 2623 (481.635KB) | Echoed: 2 (92B) | Not Matched: 2621 (481.543KB) (99.92%)
Tx time: 5.94112s | Tx bytes/s: 0.00 | Tx pkts/s: 0.00

Rx time: 5.94122s | Rx bytes/s: 81066.68 | Rx pkts/s: 441.49

Nping done: 1 client served in 5.94 seconds

root@Server
clientii
nping --echo-client "pubulic" 192.168.1.197 --udp -p 8080 --nc -c 2 --once

nping "pubulic" 192.168.1.197 8080 2

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 22:17 CST
SENT (1.0458s) UDP 192.168.1.99:53 > 192.168.1.197:8080 ttl=64 id=34397 iplen=28
CAPT (1.1367s) UDP 192.168.1.99:53 192.168.1.197:8080 ttl=64 id=34397 iplen=28

>
SENT (2.0555s) UDP 192.168.1.99:53 > 192.168.1.197:8080 ttl=64 id=34397 iplen=28
>

CAPT (2.0835s) UDP 192.168.1.99:53 192.168.1.197:8080 ttl=64 1d=34397 iplen=28

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 2 (56B) | Rcvd: 0 (0B) | Lost: 2 (100.00%)| Echoed: 2 (92B)
Nping done: 1 IP address pinged in 3.10 seconds
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3. ZEAFFNE=ZR(Timing&Performance)

1R i5BH
--delay 1B EIRMFERT(BZ: ms, s, m, h)
--rate B RIXE

(Bl

1) IEEHRNER/ER(--delay)

--delayZEAILUEESRIRUE S B Z ERGRERIEIRE, Z3JunPREI SIS A ARSI ALt S 4k
Srigtail,

F2sFE—IRSYNIRUNAT LA AK :
nping --tcp -p 80,443 --flag syn -v --delay 2s -c 2 www.dgg.com

nping 80,443 syn 2s 2 www.qq.com

Starting Nping ©.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:06 CST
.0710s)| TCP [192.168.1.99:28528 > 23.56.24.92:80 S seq=1768456831 win=1480 csum=0x5CD3] IP [ttl=64 id=5804 proto=6 csum=0x7285 ipl: 40 ]
.0715s) TCP [23.56.24. 92 80 > 192.168.1.99:28528 SA seq=1715927201 win=65535 csum=0XEBE5 <mss 1460>] IP [ttl=64 id proto=6 csum=0x492d iplen=44 ]
2.0729s)| TCP 8528 > 23.56.24.92:443 S seq=1768456831 win=14 csum=0x5B68] IP [ttl=64 id=5804 prot csum=0x7285 iple
.0733s) TCP o 443 > 192.168.1.99:28528 SA se W 5535 csum=0xA4D6 <mss 1460>] IP [ttl=64 i proto=6 csum=0x492d iplen=44
4.0786s)| TCP odlo 8528 > 23.56.24.92:80 S seq=1768456831 wil 0 csum=0x5CD3] IP [ttl=64 id=5804 proto: csum=0x7285 iple ]

1
.0791s) TCP . > 192.168.1.99:28528 SA seq=1773728308 win=65535 csum=0xEEE® <mss 1460>] IP [ttl=64 id proto=6 csum=| Gx492d iplen=44 ]
.0809s)| TCP .1.99:28528 > 23.56.24.92:443 S seq=1768456831 win=1480 csu 64 id=5804 prot csum=0x7285 iple
.0813s) TCP 1443 > 192. .1.99:28528 SA seq=1319224483 win=65535 csu 460>] IP [ttl=64 id=0 proto=6 csum= x492d iplen=44

Max rtt: 0.339ms | Min rtt: 0.244ms | Avg rtt: 0.284ms

Raw packets sent: 4 (160B) | Rcvd: 4 (184B) | Lost: 0 (0.00%)
Tx time: 6.01114s | Tx bytes/s: 26.62 | Tx pkts/s 67

Rx time: 6.01139s | Rx bytes/s: 30.61 | Rx pkts/s: 0.67
Nping done: 1 IP address pinged in 6.13 seconds

T|10s&Fe—IRudpiFill :

nping --udp -p 53 -v -c 2 --delay 10s -=data-length 16 192.168.1.197

nping 53 2 10s 16 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:05 CST

SENT |(0.0713s)| UDP [192.168.1.99:53 > 192.168.1.197:53 csum=0xBF41] IP [tt1=64 id=24453 proto=17 csum=0x96c3 iplen=44 ]
RCVD (0.0736s) UDP [192.168.1.197:53 > 192.168.1.99:53 csum=0xBF41] IP [tt1=64 id=28940 proto=17 csum=0x453c iplen=44 ]
SENT [(10.6775s)] UDP [192.168.1.99:53 > 192.168.1.197:53 csum=0xBF41] IP [tt1=64 id=24453 proto=17 csum=0x96c3 iplen=44 ]
RCVD (10.0827s) UDP [192.168.1.197:53 > 192.168.1.99:53 csum=0xBF41] IP [ttl=64 1d=30928 proto=17 csum=0x3d78 iplen=44 ]

Max rtt: 5.187ms | Min rtt: 2.191ms | Avg rtt: 3.689ms

Raw packets sent: 2 (88B) | Rcvd: 2 (92B) | Lost: 0 (0.00%)
Tx time: 10.00741s | Tx bytes/s: 8.79 | Tx pkts/s: 0.20

Rx time: 10.01259s | Rx bytes/s: 9.19 | Rx pkts/s: 0.20
Nping done: 1 IP address pinged in 10.12 seconds

icmpRIBTLAZ :

nping --icmp --icmp-type 8 -c 2 --delay 10s 192.168.1.1

nping 8 p 10s 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:09 CST

SENT (0.0416s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=15528 seq=1] IP [ttl=64 id=55106 iplen=28 ]
RCVD (0.0420s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=15528 seq=1] IP [ttl=64 id=40595 iplen=28 ]
SENT (10.0545s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=15528 seq=2] IP [ttl=64 1d=55106 iplen=28 ]
RCVD (10.0550s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=15528 seq=2] IP [ttl=64 id=40888 iplen=28 ]

Max rtt: 0.376ms | Min rtt: 0.247ms | Avg rtt: 0.311lms
Raw packets sent: 2 (56B) | Rcvd: 2 (92B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 10.09 seconds

WS EERTRERUERE.
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2) IEEBIVAREE(-rate)
FIANBRT, npingBRURTE11sRA—XE, B --raten] LIEEERE.
FiZ EERicmpiRl, IBEASELISH:

nping --icmp --icmp-type 8 --rate 5 --delay 0.0ls 192.168.1.1

nping 8 5 0.01s 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:19 CST

(0.0445s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=1] IP [ttl=64 id=29584 iplen=28

(0.0449s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=1] IP [ttl=64 id=10547 iplen=28 ]
.0548s) ICMP [192.168.1.99 > 1 168.1.1 Echo request (type=8/code=0) id=13685 seq=3] IP [ttl=64 i1d=29584 iplen=28
.0551s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=3] IP [ttl=64 id=10548 iplen=28 ]
.0649s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=4] IP [ttl=64 id=29584 iplen=28
.0651s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=4] IP [tt1=64 id=10549 iplen=28 ]
.0749s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=5] IP [ttl=64 1d=29584 iplen=28
.0751s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=5] IP [ttl=64 id=10550 iplen=28 ]
.0850s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=5] IP [ttl=64 id=29584 iplen=28
.0852s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=5] IP [ttl=64 id=10551 iplen=28 ]

Max rtt: 0.196ms | Min rtt: 0.150ms | Avg rtt: 0.177ms
Raw packets sent: 5 (140B) | Rcvd: 5 (230B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 0.12 seconds

—rategiE 7 BBARSEIRS M, --delay SR BIAMRIREN0.01s, AILUREZZREILER.

B, tcpHIsyniRl:

nping --tcp -p 80 -v --rate 10 192.168.1.197

80 160 192.168.1.197

Starting Nping 0.7.91 ( ://nmap.org/nping ) at 2021-11-05 19:25 CST
(0.0424s) TCP [192. .1.99:42108 > 192.168.1.197:80 06201980 win=1480 csum=0x36ED] IP [tt1=64 id=37166 proto=6 csum=0x6529 iplen=40
(0.0430s) TCP [192. . . . : =29200 csum=| = o iplen=44
.1439s) TCP [192. . . . : 4062 W 4 C [tt1=64 id=37166 proto=6 csum=0x6529 iplen=40
.1443s) TCP [192. o 3 W 200 csum=0x89A0 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44
.2446s) TCP [192. BISOGE o o 3 = W 480 csum=0x36ED] IP [ttl=64 id=37166 proto=6 csum=0x6529 iplen=40
TCP [192. oo o 5 8 4 W 200 csum=0x5E6A <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44 ]

TCP [192. L1, . 8 4 W csum=0x36ED] IP [ttl=64 id=37166 proto=6 csum=0x6529 iplen=40
(0 TCP [192. .1, . S 230 w 29200 csum=0x4C43 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44 ]
(0.445 TCP [192. 0 L1, eq=240 480 csum=0x36ED] IP [ttl=64 i1d=37166 proto=6 csum=0x6529 iplen=40
(0.4454s) TCP [192. 1 2 92. =2946 849 200 csum=0x48F2 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44

Max rtt: 0.315ms | Min rtt: 0.249ms | Avg rtt: 0.288ms

Raw packets sent: 5 (200B) | Rcvd: 5 (230B) | Lost: 0 (0.00%)
Tx time: 0.40356s | Tx bytes/s: 495.59 | Tx pkts/s: 12.39

Rx time: 0.40403s | Rx bytes/s: 569.26 | Rx pkts/s: 12.38
Nping done: 1 IP address pinged in 0.48 seconds

I SEHHERTRERIEL.

4 Hfth2Eh

1EIE 1588

¢ FRREREEELE
-e/--interface EEM-R
-H/--hide-sent FERIERIE

-N/--no-capture A sz

-v/-v[level] SrFEEEY, —H1-41MEFER
-d/-d[level] Rrdebugl5R, —H3MNER
--debug BrEHEENdebuglEENRER

U ESHIRRELERIRIFM, BifoELMdiEr, XEAB—20IRE, FHAAEETZSEmanX
(=N
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AR T npinglIZ- MENGEERISE, TheEH AR EFnmap, BEERINEERnmapBEAZ, BT
HEEMBA—E, npingEBRATMEBIER oM. BRIRESIFE, nmapBiEATiwOAME, npingth
By TAS —Efo, AIHIRERNENTEENLEXEE, RINtEERGEETF
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