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nping ynmaphJ @<, Hinmap—H AP RNEN S, RERIf nmapikfe i
nping, 32 i A E SR SCE il B, A SCR nping Fi R BRI R #5415 B TE
TR 4,

Q
B3 N B
~
--tcp-connect &Q@ﬁ‘l I tep R
—-tcp QQ% C tepHRl
S
—-udp & udp#Rill
__icmp Q& ICmp#ﬁfmﬂ
—-arp arp/rarp#Rill
--tr/--traceroute % H R AR = ((FE il & --tep/--udp /- -icmp— & ffi )

PUT R A BL_E BRI AR 2 e 5t B i B i I o

1.tcpEEIER (--tcp-connect)

AR E-p. -gMREMBE, 7hl¥feEdest port, src port
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nping

2%
-p/--dest-port

-g/--source-port

80 192.168.1.1

80

192.168.1.1

ik
T8 2 H i
T8 A2 i 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 06:52 CST

(0.0018s)

—— — — — — — — —
AR WWNNEEFEO

Starting TCP Handshake

Handshake with 192.168.

Starting TCP Handshake

Handshake with 192.168.

Starting TCP Handshake
Handshake with 192.168
Starting TCP Handshake
Handshake with
Starting TCP Handshake
Handshake with

Max rtt: 0.330ms | Min rtt: 0.195ms |

TCP connection attempts: 5 |

192.168.

192.168.

>

1
>
1
>
.1
1
>
1

192.168.1.1:80
.1:80 completed
192.168.1.1:80
.1:80 completed
192.168.1.1:80
.1:80 completed

- 192.168.1.1:80

.1:80 completed
192.168.1.1:80
.1:80 completed

Avg rtt: 0.258ms

Nping done: 1 IP address pinged in 4.01 seconds

Successful connections: 5 | Failed: 0 (0.00%)

AR, 1T DU 2 bt % it 1E % 52 8 0l L1 i tep ik, FLARHE & BRI B IA H
KSR, T8 ERBTH-cB

PSRRI LB A E N 1, PLAnHE 2 R e 1) L4

22,80,443 192.168.1.1

F5 R i 171 [ -

192.168.1.1
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fif FH65535 i i 1% H AR EAL220 A RN, -cfig @ IRBUNTR:

nping 65535 22 192.168.1.1

nping 65535 22 192.168.1.1 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:00 CST
SENT (0.0019s) Starting TCP Handshake > 192.168.1.1:22
RCVD (0.0075s) Handshake with 192.168.1.1:22 completed

Max rtt: 5.602ms | Min rtt: 5.602ms | Avg rtt: 5.602ms
TCP connection attempts: 1 | Successful connections: 1 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 0.01 seconds

Oy P T )+

o Tine Saurce Destination Protocol Length Ldentification cprenalysis. ack s Tine since previous frame in this Info
1 2021-10-25 07:00:01.823953 192.168.1.99 192.168.1.1 TCP 76 ox42ba (170 ©0.000000000 65535 > 22 [SYN] Seq=1565368366 Win=64248 Len=0 MSS=1460 SA
2 2021-10-25 07:00:01.824147 192.168.1.1 192.168.1.99 TP 76 ©0x0000 (0) ©.000194000 ©.000194000 22 > 65535 [SYN, ACK] Seq=969312592 Ack=1565368367 Win=6553
3 2021-10-25 07:00:01.824204 192.168.1.99 192.168.1.1 TP 68 oxa2bb (7083) ©.000057000 ©.000057000 65535 > 22 [ACK] Seq=1565368367 Ack=909312593 Win=64256 Len
w 12021-10-25 07:00:01.828897 192.168.1.1 192.168.1.99 SsH 170 oxds £, t6d%62) 0.004693000 Server: Protocol (SSH-2.0-dropbear), Encrypted packet (len=
5 2021-10-25 07:00:01.828950 192.168.1.99 192.168.1.1 TCp 68 axatbc (@7esa) ©0.000053000 0.000053000 65535 > 22 [ACK] Seq=1565368367 Ack=009312995 Win=64128 Len
6 2021-10-25 07:00:01.829695 192.168.1.99 192.168.1.1 8 oxa2bd (17085) 0.000745000 65535 > 22 [RST, ACK] Seq=1565368367 Ack=909312995 Win=641]

o] DUE 21 % P it AR S5 i 1E % 52 B2 (65535 -> 22), WURZAEF R, WE] 2R
e RXAEM

nping 65535 23 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:03 CST
SENT (0.0018s) Starting TCP Handshake > 192.168.1.1:23
RCVD (0.0020s) Possible TCP RST received from 192.168.1.1:23 --> Connection refused

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
TCP connection attempts: 1 | Successful connections: 0 | Failed: 1 (100.00%)
Nping done: 1 IP address pinged in 0.00 seconds

- = ~ P R e T e T T I

(WTtep. stream eq 0 i

Source Destination Protocol Length Identification tep. analysis. ack 1 Time i s frame in this Info
:2021-10-25 07:03:06.277492 192.168.1.99 192.168.1.1 TCP 76 ox88ad (34989) 00000 65535 » 23 [SYN] Seq=1529107815 Win=64240 Len=0
2021-10-25 07:03:06.277684 192.168.1.1 192.168.1.99 C 2 0x0000 (0) 0.000192000 0.000192000 23 » 65535 [RST, ACK] Seq=0 Ack=1529107816 Win=0

2P A RSYNHIEIR T, #ixigRST,ACK[RI4t T,

No. 3/30


af://n50
af://n59

S|

podili]

-p/--dest-port

-g /--source-port

T8 H 193 -
f5 A2 i 1

--seq feERF3=
--flags 8 Etephiii
--ack 18 Eack#
--win B & RN
--badsum i F B ML Je s checksum

tepRMAE X tep-connect M X R INAFE, AiEAT BEEHCREK, SR E
&, U REE F LA S8R AR IR R A,

X\
80 -c 1 192Q§68.1.1
65535 - &P - 1 192.168.1.1

——tept T BRI S B --tep-connect B 2 T (R S BB 1E4 -

nping 80 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:23 CST
SENT (0.0604s) TCP 192.168.1.99:38945 > 192.168.1.1:80 S ttl=64 id=40162 iplen=40 seq=2505637678 win=1480
RCVD (0.0608s) TCP 192.168.1.1:80 > 192.168.1.99:38945 SA tt1=64 id=0 iplen=44 seq=4169810818 win=65535 <mss 1460>

Max rtt: 0.187ms | Min rtt: 0.187ms | Avg rtt: 0.187ms
Raw packets sent: 1 (406B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.11 seconds

nping 65535 80 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:25 CST
SENT (0.0583s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S ttl=64 1d=45267 iplen=40 seq=3464495581 win=1480
RCVD (0.0588s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 1id=0 iplen=44 seq=2612628233 win=65535 <mss 1460>

Max rtt: 0.275ms | Min rtt: 0.275ms | Avg rtt: 0.275ms
Raw packets sent: 1 (46B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds

(WTzep. stream ea 0 BEd -]+

Source Destination Protoco! 1 Length Ldentification tep. analysis. ack s Time since previous frame in this lnfo
1 12621-10-25 07:26:44.163727 192.168.1.99 192.168.1.1 Tcp 56 ox064a (1610) ©.000000000 65535 > 80 [SYN] Seq=3988302625 Win=1480 Len=0
2 2021-10-25 07:26:44.163976 192.168.1.1 192.168.1.99 TCP 62 0x0000 (9) 0.000249000 0.000249000 80 > 65535 [SYN, ACK] 5eq=4177565852 Ack=3988302626 Win=655
3

2021-10-25 07:26:44.164032 192.168.1.99 192.168.1.1 56 0x0000 () 0.000056000 65535 > 80 [RST] Seq=3988302626 Win=0 Len=0
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Ml--tep-connect i i &3 WLHY Xl 2 - - tep R B A 7 Z 58 Uik, WEISYN, ACK)E A
N A, ZJEARSTHWER, Hinmaphy-sSEHAMEMEHE —%, XHFTHUEE
AERNAEH, TIAGE R A N5 & wRN8eE

TR IR AT DUR AT EAR IR tep BRI, B4 A&k — P An i AN SYN R SR AL -

nping 65535 80 1 syn 192.168.1.1
nping 65535 80 1 s 192.168.1.1

nping 65535 80 1 syn 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:44 CST
SENT (0.0343s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S ttl=64 1d=29699 iplen=40 s5eq=2903932639 win=1480
RCVD (0.0348s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 id=0 iplen=44 seq=3929136220 win=65535 <mss 1460>

Max rtt: 0.308ms | Min rtt: 0.308ms | Avg rtt: 0.308ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.07 seconds

nping 65535 80 1 s 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:45 CST
SENT (0.0563s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S tt id=52622 iplen=40 seq=323145542 win=1480
RCVD (0.0568s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA tt1=64 id=0 iplen=44 seq=4196632228 win=65535 <mss 1460>

Max rtt: 0.267ms | Min rtt: 0.267ms | Avg rtt: 0.267ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: G (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

5 isynsE 4 51T, R ARG ANG, WaTLIEAEEA, FLaISARISYN,ACK, PA
RIPSH ACK; 420Kt rl LG g16t i, 5B N[0x00-0xFF], HlanfaE0x012k
SYN,ACKi& R

v Flags: 0x012 (SYN, ACK)

@0. .... .... = Reserved: Not set
..0 .... .... = Nonce: Not set
. ... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
.41 .... = Acknowledgment: Set |

. @... = Push: Not set
ses sees o@.. = Reset: Not set
ces ssas [peds = Syn: Set

..0 = Fin: Not set

No. 5/30


af://n92

nping 65535 80 1 0x012 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 07:54 CST
SENT (0.0519s) TCP 192.168.1.99:65535 > 192.168.1.1:80 [SA ttl=64 id=29446 iplen=40 seq=3284155260 win=1480

RCVD (0.0526s) TCP 192.168.1.1:80 > 192.168.1.99:65535 |R [tt1=64 id=0 iplen=40 seq=3679463963 win=0

Max rtt: 0.437ms | Min rtt: 0.437ms | Avg rtt: 0.437ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

AEANOHE H N ENURRSTHE 4% R, RONEHMNER, XE—MAZEBENIELET
1ﬁXo

HBEZ P igWindow size N1600F T

A&
80 16060192.168.1.1

nping 65535 80 1 1600 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-16-25 08:04 CST
SENT (0.0451s) TCP 192.168.1.99:65535 > 192.168.1.1:80 S ttl=64 id=57804 iplen=40 seq=42178877 win=1600
RCVD (0.0455s) TCP 192.168.1.1:80 > 192.168.1.99:65535 SA ttl=64 id=0 iplen=44 seq=713783197 win=65535 <mss 1460>

Max rtt: 0.227ms | Min rtt: 0.227ms | Avg rtt: 0.227ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

- = - L R i i A= s Wi Wi W=

[tcp. stream ea 0 N B

Tine Source Destination Protacol Length Identification tep.analysis.ack_1 Tine since previous frame in this Info

1 /2021-10-25 ©8:04:16.383466 192.168.1.99 192.168.1.1 TCcP 56 oxelcc (57804) 0.000000000 65535 > 80 [SYN] Seq=42178877| Win=1600| Len=0

2 2021-10-25 08:04:16.383654 192.168.1.1 192.168.1.99 TCP 62 0x0000 (0) 0.000188000 0.000188000 80 » 65535 [SYN, ACK] Seq=71378319 k=42178878
3 2021-10-25 08:04:16.383704 192.168.1.99 192.168.1.1 0x0000 (0) 0.000050000 65535 > 80 [RST] Seq=42178878 Win=0 Len=0

7 T R /AN BV S i i o i 360 B 7 S b 2 o DX O RE AR B ) B R 1T 8K, A B b A HE A A A
TR XAME, AR IONILEE RF MFIMTUAR R, BRI RR/INAR B M i
MTUSR/NA—J5 RE RN Ksize, @I N7 20 Fr A%

2] Wi

-g /--source-port i R 1R i 1
-p/--dest-port e & H 1 i
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nping 53 1 192.168.1.197

nping 53 1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 09:01 CST
SENT (0.0580s) UDP 192.168.1.99:53 > 192.168.1.197:53 ttl=64 id=34763 iplen=28

RCVD (0.0584s) ICMP [192.168.1.197 > 192.168.1.99 Port unreachable (type=3/code=3) ] IP [ttl=64 1d=55330 iplen=56 ]

Max rtt: 0.189ms | Min rtt: 0.189ms | Avg rtt: 0.189ms
Raw packets sent: 1 (28B) | Revd: 1 (56B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 1.10 seconds

Xt [El 5 7 Port unreachabeliig AR IA, BI5E BH ¥ E 8 5 AR S EE # BT KBS 28 T

nping 65535 53 1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 08:59 CSI
SENT (0.0456s) UDP 192.168.1.99:65535 > 192.168.1.197:53 ttl=64 1id=61404 iplen=28
RCVD (0.0460s) ICMP [192.168.1.197 > 192.168.1.99 Port unreachable (type=3/code=3) ] IP [ttl=64 1id=42270 iplen=56 ]

Max rtt: 0.250ms | Min rtt: 0.250ms | Avg rtt: 0.250ms

Raw packets sent: 1 (28B) | Rcvd: 1 (56B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.08 seconds

65535 8080 test 192.168.1.197

nping 65535 8080 1 test 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 08:56 CST
SENT (0.0411s) UDP 192.168.1.99:65535 > 192.168.1.197:8080 ttl=64 id=58821 iplen=32
RCVD (0.0433s) UDP 192.168.1.197:8080 > 192.168.1.99:65535 ttl=64 id=50910 iplen=32

Max rtt: 1.961ms | Min rtt: 1.961ms | Avg rtt: 1.961ms
Raw packets sent: 1 (32B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.08 seconds

& E AN Rudp paylaod, HifeE H RN ENLEEIR Apayload FHEH RIR, XHH
socatft H M ENL A 7 udp i K ol E D fie :

No. 7 /30


af://n118
af://n122
af://n125

root@Server socat -v udp-1:8080,fork exec:'/bin/cat'
> 2021/10/25 08:56:19.337237 1length=4 from=0 to=3

test< 2021/10/25 08:56:19.338180 length=4 from=0 to=3
test2021/10/25 08:56:19 socat[5463] E read(5, 0x55baba7e43f0, 8192): Connection refused

2% Wi
--icmp-type ¥ Eicmp type
--icmp-code ¥ Eicmp code

--icmp-id & Ehridid

--icmp-seq WE S
--icmp-redirect-addr 15 L EE R () Bk

--icmp-param-pointer | .~ BRI EEE
--icmp-advert-entry > AN TN 6% H S A

--icmp-orig-time » 15 BT 06 I () 22K
--icmp-recv-time N T8 P P A I ] K
--icmp-trans-time ” T8 P A I 1] 2K

SRFAE X NicmpZ BN S, RIEAEEHE I EASN S

nping £t ¥ FH kR H G X iWicmp type. icmp code, W HESGER, HExtTEshK
Bl sokit, HHREMIFARASL, sTFshIRSS KN A Avk E A,

KiEgicmp request:

1 192.168.1.1
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nping 8 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:16 CST
SENT (0.0681s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=64637 seq=1] IP [ttl=64 id=21908 iplen=28 ]

RCVD (0.0685s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=64637 seq=1] IP [ttl=64 1d=29718 iplen=28 ]

ax rtt: 0.149ms | Min rtt: 0.149ms | Avg rtt: 0.149ms
Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.11 seconds

RHEHSE N IEH Nicmpia R, At retifiE, WRAEE U BRIA

28,

R Zicmp reply:

1 192.168.1.1

nping 0 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:18 CST
SENT (0.0484s) ICMP [192.168.1.99 > 192.168.1.1 Echo reply (type=0/code=0) id=28487 seq=1] IP [ttl=64 id=17203 iplen=28 ]

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (28B) | Rcvd: 0 (6B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.09 seconds

X —MRABEXNIER, EEHRNTEIER, BLIHRE Kicmp requestAIHE] Ticmp
reply, X 5EELEWIIERNGE EREZRHEN, HFAREGIUREEE, HX/
SeAf DLELpRUR HOR

FAicmp typefB Xt N —4Hicmp code, TR,

Eean H AR RTA icmp type 3, Fiticmp codey3, WISl KA Af 3K 3 R (Port
unreachabel):

1 192.168.1.1

nping 3 E} 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:27 CST
SENT (0.60333s) ICMP 192.168.1.99 > 192.168.1.1 Destination unreachable (type=3/code=3) ttl=64 id=26355 iplen=28

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (28B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.08 seconds
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(W Ticap. tyve eq 3 & icmp. code eq 3
No. Time Source esti) on Protocol Length dentifi on tep. analysis.ack 1 Time since previous frame in this Info
2021-10-25 19:27:53.987620 192.168.1.99 92.168.1. 4 Destination unreachable|(Port unreachable)

2021-10-25 19: 739714 192.168.1.99 .168.1. 4 X663 6355 Destination unreachable|(Port unreachable
e ——

Frame 27: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
Internet Control Message Protocol

Type: 3 (Destination unreachable)

Checksum: exfcfc [correct]
[Checksum Status: Good]
Unused: 00000000

HANicmp typext i —4licmp code S, AISHIANAE S & MICMPHMLKtypedl
53 Bic Wi I

g B, WSEA PR Eicmp identifier, AT IEREidentfli s, FAlRIERNRES
s, X EATL AT AR HE I 8 H ok B Yt A S Y R A OER N i&%‘féﬁ?ﬂ:
0<=N<2"16, HINe[0-65536), g @icmp idFi024:

nping . 1 192.168.1.1 #-vv
S 3K R DATE 2 R T

nping (0] 1024 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 19:50 CST

SENT (0.0482s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0)|id=1024 |seq=1] IP [ver=4 ihl=5 tos=0x00 iplen=28 id=422

02 foff=0 tt1l=64 proto=1 csum=0x5252]

RCVD (0.0486s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=1024 seq=1] IP [ver=4 ihl=5 tos=0x00 iplen=28 id=41788
foff=0 ttl=64 proto=1 csum=0x53f0]

Max rtt: 0.261lms | Min rtt: 0.261lms | Avg rtt: 0.261lms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00131s | Tx bytes/s: 21406.73 | Tx pkts/s: 764.53
Rx time: 1.00165s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

(W icmp. icent eq 1024] X 4

No. Time Source Destination Protocol Length Identification tep. ana. 1 Time since ‘rame in this Info

T 1 2021-10-25 19:50:54.427830 192.168.1.99 192.168.1.1 ICMP a4 oxadda (42202) Echo (ping) request seq=1/256, ttl=64 (reply
2 2021-10-25 19:50:54.428033 192.168.1.1 192.168.1.99 ICMP 62 oxa33c (41788) Echo (ping) reply 1d=0x0400, seq=1/256, ttl=64 (reque

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: oxf3fe [correct]

[Checksum Status: Good]

Identifier (BE): 1024 (0x0400)

Tdentifier (LE): 4 (0x0004)

Sequence Number (BE): 1 (0x0001)

Sequence Number (LE): 256 (@x0100)

[Response frame: 2]

WETEERNE, YEENEicmp A RHRICH, WicmpkHHEEHFASAEIAE R,
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[icmp. type eq 3 && icup.code eq 3

Xo. Tine Source

2021-10-25 19:57:50.187733

Destination
192.168.1.1

Protocol

Length Tdentification
0xe634 (58932)

tep. analysis.ack 1 Tine since previous frame in this Info
Destination unreachable (Port unreachable)

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)

Linux cooked capture vi

Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
v Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: @xfcfc [correct]
[Checksum Status: Good]
Unused: 00000000

MidPIBERML, fEEseqfrsl5:

192.168.1.1

nping 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 20:07 CST

SENT (0.0446s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=41425|seq=1] IP [ttl=64 1d=54894 proto=1 csum=0x20be|
iplen=28 ]

RCVD (0.0450s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=41425 seq=1] IP [ttl=64 id=37878 proto=1 csum=0x6336 i
plen=28 ]

Max rtt: 0.157ms | Min rtt: 0.157ms | Avg rtt: 0.157ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00134s | Tx bytes/s: 20864.38 | Tx pkts/s: 745.16
Rx time: 1.00158s | Rx bytes/s: 45.93 | Rx pkts/s:

Nping done: 1 IP address pinged in 1.08 seconds

e ~
No. Time Source Destination Protocol Length Identification tep. analysis.ack 1y Ti Info

1 2021-10-25 20:07:28.779830 192.168.1.99 192.168.1.1 iy a4 oxde6e (54894) Echo (ping) request id=oxaldi,[seq=1}256, ttl=64 (reply in 2)
Lo 2021-10-25 20:07:28.779992 192.168.1.1 192.168.1.99 Teup 62 ex93f6 (37878) Echo (ping) reply  id=oxaldl, seq=1/256, ttl=64 (request in 1)

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: @x562d [correct]

[Checksum Status: Good]

Identifier (BE): 41425 (oxaldl)

Identifier (LE): 53665 (@xdlal)

[Sequence Number (BE): 1 (oxeeel) ]

Sequence Number (LE): 256 (0x0100)

Response frame: 2

n] DU eI AR R B e 51

REAA, il A m] DU s A -

192.168.1.1
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nping 1024 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-25 20:11 CST
SENT (0.0525s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=1024 seq=1] IP [tt1=64 1id=8299 proto=1 csum=0xd6cl i
plen=28 ]

(0.0529s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=1024 seq=1] IP [ttl=64 id=26493 proto=1 csum=0x8faf ip
len=28 ]

Max rtt: 0.214ms | Min rtt: 0.214ms | Avg rtt: 0.214ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00131s | Tx bytes/s: 21357.74 | Tx pkts/s: 762.78
Rx time: 1.00161s | Rx bytes/s: 45.93 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.10 seconds

5 ue
arpIRMIZE AL, w[H%: arp. arp-reply. rarp. rarp-reply
6 e 2 (MAC HL B
s e S P AL
fii5 R LI MAC HB L
S b B TP A

R EARPHIERMIZE AL, vf DURARRM v] LUZ RARP DL KX B i reply i 32,
I [ EAL AR Earpi 3L, FEX N FmacHi il

arp 1 192.168.1.1

nping arp 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 01:45 CST
SENT (0.0559s) ARP who has 192.168.1.17 Tell 192.168.1.99
RCVD (0.0564s) ARP reply 192.168.1.1 is at 00:0C:29:BE:5A:26

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds

A Bt ] U& Egarp-reply, FEshaxt G &% B S RIMACHLIE
|
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nping arp-reply 1 192.168.1.1

nping arp-reply 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 01:52 CST
SENT (0.0473s) |ARP reply|192.168.1.99 is at 00:90:27:E2:74:38

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A

Raw packets sent: 1 (42B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.09 seconds

root@penWrt:~# tcpdump -i any -nn -s 0 host 192.168.1.99 and arp -v

tcpdump: listening on any, link-type LINUX SLL (Linux cooked v1), capture size 262144 bytes
01:52:59.031438 ARP, Ethernet (len 6), IPv4 (len 4), Reply |192.168.1.99 is-at 00:90:27:e2:74:38, length 46
01:52:59.031446 ARP, Ethernet (len 6), IPv4 (len 4), |[Reply |192.168.1.99 is-at 00:90:27:e2:74:38, length 46

M 2 20nT LUTE e mac A ik 4o i AL, DA n] BUM A AT sk g i i arp btk 2%

BB arp K i H -

)

nping arp-feply 00:00:00:00:00:01

1 192.168.1.1

nping arp-reply 00:00:00:00:00:01

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 02:02 CST
SENT (0.0484s) |ARP reply 192.168.1.99 is at 00:00:00:00:00:01

RCVD (0.3800s) ARP who has 192.168.1.197? Tell 192.168.1.100

RCVD (0.3800s) ARP who has 192.168.1.107 Tell 192.168.1.100

RCVD (0.3800s) ARP who has 192.168.1.99? Tell 192.168.1.100

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 3 (138B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 0.41 seconds

root@penWrt:~# arp -a|grep 1.99
192.168.1.99 0x1 0x2 00:00:00:00:00:01
root@OpenWrt:~#
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FH, WSET U hiGarp LB send ip address 7B, ibxfugEHUANarpihlif k2
st bk A I G, R IR 2xreply 45 L st il

nping 192.168.1.197

192.168.1.1

nping arp 192.168.1.197 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 02:10 CST
SENT (0.0394s) |ARP who has 192.168.1.17 Tell 192.168.1.197
RCVD (0.0400s) ARP reply 192.168.1.1 1s at 00:0C:29:BE:5A:26

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.07 seconds

Debian-home X

root@Server tcpdump -iany -nn -s 0 -v host 192.168.1.1 and arp -c 1
tcpdump: listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
02:10:53.834754 ARP, Ethernet (len 6), IPv4 (len 4),| Request who-has 192.168.1.1 tell 192.168.1.197|, length 46
1 packet captured
1 packet received by filter
0 packets dropped by kernel
root@Server

Ml--arp-sender-ipfE R, AT LEERIREIP+IEMAC, ) #i&Xarpigsk, HH
R SRR R [ L4518 5 PR £ 3t Ml

arp 192.168.1.197
P0:0Cc:29:50:c6:dc 1 192.168.1.84
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nping arp 192.168.1.197 00:0c:29:50:¢6:dc 1/192.168.1.84

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 02:26 CST ! z
SENT (0.0563s) ARP who has 192.168.1.847 Tell 192.168.1.197

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 0 (06B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.09 seconds

Debian-home X Debian-home (1)

root@Server tcpdump -iany -nn -s 87-v host 192.168.1.84 and arp -v -c 2
tcpdump: listening on any, link-type [ANUX SLL (Linux cooked), capture size 262144 bytes
02:26:32.133452 ARP, Ethernet (len &), IPv4 (len 4), Request who-has 192.16871.84 tell 192.168.1.197, length 46
02:26:32.133505 ARP, Ethernet (lefi 6), IPv4 (len 4),|Reply 192.168.1.84 is-at 00:0c:29:92:26:bb|, length 46
2 packets captured
2 packets received by filter
0 packets dropped by kerpél
root@Server ip_&dd s ens192|grep -Po '(?i)(?<=ether\s)[\w+:]+(?=\sbrd)'

root@Server

arpig KL F:

[WTaxp. sre. proto_ipv4 = 192.168.1.197

No. Time Source Destination Protocol Length Identificat ipm, tep. analysis.ack 1 Ti Info
2 2021-10-31 02:36:04.383535 Intel e2:74:38 ARP 44 N Who has 192.168.1.84? Tell 192.168.1.197

Frame 2: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
v Linux cooked capture vl
Packet type: Sent by us (4)
Link-layer address type: Ethernet (1)
Link-layer address length: 6
Source: Intel _e2:74:38 (00:90:27:e2:74:38)
Unused: 0000
Protocol: ARP (0x0806)
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: VMware_50:c6:dc (00:0c:29:50:c6:dc))
Sender IP address: 192.168.1.197

(1 X KalifhistoEMACKTIRIP

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.84] @ JERKLosoc o £

AT LS EBUEA, 5 EarpLifnl (A& B IP/MACTEL, LUk 1. 84148 %] —4
ANIEMACHEYE |, WX ENLARKarp reply, FlEr. HFEHEARPRK:

arp-reply 00:0C:29:BE:5A:26

192.168.1.1 192.168.1.84
00:00:00:00:00:01 1 192.168.1.1
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nping arp-reply 00:0C:29:BE:5A:26 192.168.1.1 192.168.1.84
:00:00:00:01 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 03:01 CST
SENT (0.0445s) JARP reply 192.168.1.84 is at 00:00:00:00:00:
RCVD (0.7610s) ARP who has 192.168.1.84? Tell 192.168.1.100

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (42B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)

Nping done: 1 IP address pinged in 1.09 seconds

P

B HRGE D3 N IP-MACHIE X % e KIN, MK arpZc HFER, AIiEH P R EE4Ed: IE
Rarpibhbk, W< FBGEE W, XM NEEIRZ Narpiz Iﬁ(iﬁ

WA @& FTCP/UDP/ICMPHRIIIR L, Al FTCPEERMARPE K,

VREFIANER RS E R, Wi Eping 7, HEOF 7 REEWN, A AR &
TCP/UDP/ICMP A] EURS e il i th BREZEH BN, 2R e A b 1
SRUARERIN — 3t , A 0% P 2 R AN Wi R (8 R 4 [l i A clien i 75 i L S 2 i I AN i 7
[,

xftep,/53 % kA T % HH BRI -

syn 119.29.29.29

© 03:21:24 nping 53 12 syn 119.29.29.29

Starting Nping 0.7.80 https://nmap.org/nping ) at 2021-10-31 03:22 CST
.0166s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=1 id=13830 proto=6 csum=0x0cfd iplen=40
.0188s) ICMP [10.90.6.26 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=64 id=53676 proto=1 csum=0xb531 iplen=68 ]
(1.01706s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=2 id=13830 proto=6 csum=0x0bfd iplen=40
(1.0231s) ICMP [11.73.0.41 > 172.22.54.125 TT during transit (type=11/code=0) ] IP [ttl=254 id=57 proto=1 csum=0xcdc6 iplen=56 ]
(2.0176s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=3 id=13830 proto=6 csum=0x0afd iplen=40
(2.0198s) ICMP [10.255.124.69 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=253 id=293 proto=1 csum=0x5208 iplen=56 ]
(3.0185s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=4 1d=13830 proto=6 csum=0x09fd iplen=40
(3.0205s) ICMP [116.251.107.225 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=252 id=220 proto=1 csum=0xf9b8 iplen=56 ]
.0205s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=5 id=13830 proto=6 csum=0x08fd iplen=40
.0516s) ICMP [116.251.114.41 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=251 id=42243 proto=1 csum=0x50el iplen=96 ]
(5.0218s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [tt1l=6 id=13830 proto=6 csum=0x07fd iplen=40
(5.0529s) ICMP [10.54.37.222 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=250 id=0 proto=1 csum=0xae09 iplen=56 ]
(6.0230s) TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=7 id=13830 proto=6 csum=0x06fd iplen=40
(6.0562s) ICMP [144.48.89.34 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=244 id=0 proto=1 csum=0xfaca iplen=56 ]
(7.0243s) |TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [tt1=8 i1d=13830 proto=6 csum=0x05fd iplen=40
(8.0245s) [TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [tt1=9 id=13830 proto=6 csum=0x04fd iplen=40 ]
(9.0258s) |TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [tt1=10 id=13830 proto=6 csum=0x03fd iplen=40 ]
(10.0272s)| TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=11 id=13830 proto=6 csum=0x02fd iplen=40 ]
(11.0277s)| TCP [172.22.54.125:40621 > 119.29.29.29:53 S seq=2230896644 win=1480 csum=0x476D] IP [ttl=12 id=13830 proto=6 csum=0x01fd iplen=40 ]

Max rtt: 33.166ms | Min rtt: 1.957ms | Avg rtt: 15.370ms

Raw packets sent: 12 (480B) | Rcvd: 7 (444B) ||Lost: 5 (41.67%)
Tx time: 11.01216s | Tx bytes/s: 43.59 | Tx pkts/s: 1.09

Rx time: 12.01285s | Rx bytes/s: 36.96 | Rx pkts/s: 0.58

Nping done: 1 IP address pinged in 12.05 seconds

© ©03:22:26 AR
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12 119.29.29.29
114.114.14.114

nping 53 12 119.29.29.29

0.7.80 https://nmap.org/nping ) at 2021-10-31 03:31 CST

UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=

ICMP [10.90.5.26 > 172.22.54.125 TTL=0 during transit (t =0) ] IP [ttl=64 1id=36956 proto=1 csum=0xf78d iplen=56 ]
UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ =72 i 8180 proto=17 csum=0xfaff iplen=28 ]

ICMP [11.73.0.85 > 172.22.54.125 TTL=0 during transit (type= 11/cod =0) ] IP [ttl=254 id=508 proto=1 csum=0xcbd7 iplen=56 ]

UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=3 id=18180 proto=17 csum=0xf9ff iplen=28 ]

ICMP [10.255.123.217 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=253 id=224 proto=1 csum=0x52b9 iplen=56 ]
UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=4 id=18180 proto=17 csum=0xf8ff iplen=28 ]

ICMP [10.255.124.49 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=252 id=566 pro 1 csum=0x520b iplen=56 ]
UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=5 1d=18180 proto=17 csu xf7ff iplen=28 ]

ICMP [140.205.25.37 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=251 id=7237 proto=1 csum=0xlad2 iplen=96 ]
UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=6 1d=18180 proto=17 csum=0xf6ff iplen=28 ]

ICMP [10.54.37.214 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=250 id=0 proto=1 csum=0xaell iplen=56 ]

UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=7 id=18180 proto=17 csum=0xf5ff iplen=28 ]

.0579s) ICMP [144.48.89.33 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=244 id=0 proto=1 csum=0xfacb iplen=56 ]
.0254s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=8 1id=18180 proto=17 csum=0xf4ff iplen=28 ]

.0259s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=9 id=18180 proto=17 csum=0xf3ff iplen=28 ]

.0268s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [tt1l=10 id=18180 proto=17 csum=0xf2ff iplen=28 ]

10.0280s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=11 id=18180 proto=17 csum=0xflff iplen=28 ]

11.0290s) UDP [172.22.54.125:53 > 119.29.29.29:53 csum=0x88A6] IP [ttl=12 id=18180 proto=17 csum=0xfOff iplen=28 ]
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Max rtt: 34.272ms | Min rtt: 1.765ms | Avg rtt: 16.514ms

Raw packets sent: 12 (336B) | Rcvd: 7 (432B) | Lost: 5 (41.67%)
Tx time: 11.01384s | Tx bytes/s: 30.51 | Tx pkts/s: 1.09

Rx time: 12.01465s | Rx bytes/s: 35.96 | Rx pkts/s: 0.58

Nping done: 1 IP address pinged in 12.06 seconds

© © 03:31:23 AN

© 03:34:13 ~ nping 114.114.114.114

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2021-10-31 03:34 CST
.0214s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=1] IP [ttl=1 id=46038 proto=1 csum=0x3e93 iplen=28
.0231s) ICMP [10.90.7.26 > 172.22.54.125 TTL=0 during transit (type=11/cod [tt1=64 1d=39459 proto=1 csum=0xebc6 iplen=56 ]
.0223s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) seq=2] IP [ttl=2 id=46038 proto=1 csum=0x3d93 iplen=28
.2124s) ICMP [11.73.0.73 > 172.22.54.125 TTL=0 during transit (type=11/cod 1 IP [ttl=254 id=226 proto=1 csum=0xccfd iplen=56 ]
.0240s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=3] IP [ttl=3 1d=46038 proto=1 csum=0x3c93 iplen=28
.0264s) ICMP [10.255.124.89 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=253 id=465 proto=1 csum=0x5148 iplen=56 ]
.0248s) ICMP [172.22.54.125 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=4] IP [ttl=4 i1d=46038 prot csum=0x3b93 iplen=28
.0260s) ICMP [10.255.124.49 172.22.54.125 TTL=0 during transit (type=11/code=0) IP [ttl=252 id=455 proto=1 csu x527a iplen=56 ]
.0252s) ICMP [172.22.54.125 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=5] IP [ttl=5 1d=46038 proto=1 csum=0x3a93 iplen=28
.0616s) ICMP [140.205.25.37 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [tt1=249 id=17076 proto=1 csum=0xf6la iplen=168
.0269s) ICMP [172.22.54.125 114.114.114.114 Echo request (type=8/code=0) i 5584 seq=6] IP [ttl 1d=46038 proto=1 csum=0x3993 iplen=28
.0628s) ICMP [103.52.72.225 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=250 id=28 proto=1 csum=0x2e00 iplen=56
.0281s) ICMP [172.22.54.125 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=7] IP [ttl=7 1d=46038 proto=1 csum=0x3893 iplen=28
.0643s) ICMP [180.97.126.169 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=248 id=116 proto=1 csum=0xac9e iplen=56 ]
.0294s) ICMP [172.22.54.125 > 114.114.114.114 Echo request (type=8/code=0) id=35584 seq=8] IP [ttl=8 id=46038 proto=1 csum=0x3793 iplen=28
.0622s) ICMP [180.97.126.5 > 172.22.54.125 TTL=0 during transit (type=11/code=0) ] IP [ttl=246 id=226 proto=1 csum=0xaed4 iplen=56

VVVVVVVYV

190.001ms | Min rtt: 1.091ms | Avg rtt: 42.006ms
Raw packets sent: 8 (224B) | Rcvd: 8 (560B) | Lost: 0 (0.00%)
Tx time: 7.05447s | Tx bytes/s: 31.75 | Tx pkts/s: 1.13
Rx time: 7.05447s | Rx bytes/s: 79.38 | Rx pkts/s: 1.13
Nping done: 1 IP address pinged in 7.07 seconds
© 03:34:46 AN
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R AT B S BOIHEVAS BUE I

T3] i

-S/--source-ip T B R b
--dest-ip I E H R bk
--id ¥ Eidentification ¥ B
--df ARV
--ttl & A A HH[0-255]

--mtu EMTUKR/N

N

\\h'

WS A X, faE TR ak (/ER, nFCUE & HAR W R NIP, tha] DUFS & fE B IPR A%l
W, Heunds e R eIPa B K L1975 5% 8 0tk I I syn#R il :

192.168.1.1 80 1 152.168.1.197

nping 192.168.1.1 syn 80 1 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-10-31 03:35 CST
SENT (0.0530s) |TCP 192.168.1.1:12180 > 192.168.1.197:80| S ttl=64 id=52691 iplen=40 seq=2852990786 win=1480

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (40B) | Rcvd: O (0B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.08 seconds

root@Server tcpdump -i any tcp port 80 and host 192.168.1.1 -nn
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_ SLL (Linux cooked), capture size 262144 bytes
03:35:38.946428 IP 192.168.1.1.12180 > 192.168.1.197.80: Flags [S], seq 2852990786, win 1480, length 0
03:35:38.946500 IP 192.168.1.197.80 > 192.168.1.1.12180:| Flags [S. ]} @ =197mymMETSYN;ACK 2852990787, win 29200, options [mss

03:35:38.946686 IP 192.168.1.1.12180 > 192.168.1.197.80:[Flags [R],|sg4 AR T e SalmmrsYNACK, EEIFEESYN

2 B0E M T A B IPJR IR,
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RifEE HROENL, A m#Es—+E, BOAZ#W RS

nping 8 -c 1 192.168.1.1 192.168.1.197
#M1.1401.197 & A2 1icmpIEN
nping 8 1 192.168.1.0/24 #[AENCHE

& #eicmpiFEN

nping 8 1 192.168.1.1 192.168.1.197

0.7.91 ( https://nmap.org/nping ) at 2021-10-31 03:43 CST

ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) i1d=9980 seq=1] IP [ttl=64 id=6563 iplen=28 ]

ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=9980 seq=1] IP [ttl=64 1d=62840 iplen=28 ]
SENT (1.0616s) ICMP [192.168.1.99 > 192.168.1.197 Echo request (type=8/code=0) id=46717 seq=1] IP [ttl=64 i1d=6563 iplen=28 ]
RCVD (1.0620s) ICMP [192.168.1.197 > 192.168.1.99 Echo reply (type=0/code=0) id=46717 seq=1] IP [ttl=64 id=4464 iplen=28 ]

Statistics for host 192.168.1.1:

| Probes Sent: 1 | Rcvd: 1 | Lost: 0 (0.00%)

|_ Max rtt: 0.188ms | Min rtt: 0.188ms | Avg rtt: 0.188ms
Statistics for host 192.168.1.197:

| Probes Sent: 1 | Rcvd: 1 | Lost: 0 (0.00%)

|_ Max rtt: 0.301ms | Min rtt: 0.301ms | Avg rtt: 0.301ms
Raw packets sent: 2 (56B) | Recvd: 2 (92B) | Lost: 0 (0.00%)
Nping done: 2 IP addresses pinged in 1.10 seconds

identification B, X FHEWNAMIERLH, Fryd, icmpr]@Ed K&
RARRISE, (BTSRRI BRA TR A, [ B BRI AR Xt A
FE NIPEMidentification, Harp¥f

8 E tepBR I id ¥ B, W] BUS Bl

1024 192.168.1.1 1 #¥gFidHKi1e2
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nping 22 1024 192.168.1.1 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 18:51 CST

SENT (0.0403s) TCP [192.168.1.99:65230 > 192.168.1.1:22 S seq=96950455 win=1480 csum=0xC902] IP [ttl=64 id=1024 proto=6 csum=0xf31lb
iplen=40 ]

RCVD (0.0407s) TCP [192.168.1.1:22 > 192.168.1.99:65230 SA seq=2471731162 win=65535 csum=0x83CF <mss 1460>] IP [tt1=64 id=0 proto=6

csum=0xb707 iplen=44 ]

Max rtt: 0.220ms | Min rtt: 0.220ms | Avg rtt: 0.220ms

Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00133s | Tx bytes/s: 30143.18 | Tx pkts/s: 753.58
Rx time: 1.00164s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

udpHRN:

nping 8080 1024 test 192.168.1.197 1

nping 8080 1024 test 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 18:58 CST
SENT (0.0551s) UDP [192.168.1.99:53 > 192.168.1.197:8080 csum=0x73BE] IP [ttl=64 |id=1024| proto=17 csum=0xf254 iplen=32 ]
RCVD (0.0573s) UDP [192.168.1.197:8080 > 192.168.1.99:53 csum=0x73BE] IP [ttl=64 1d=21460 proto=17 csum=0x6280 iplen=32 ]

Max rtt: 1.957ms | Min rtt: 1.957ms | Avg rtt: 1.957ms

Raw packets sent: 1 (32B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00132s | Tx bytes/s: 24316.11 | Tx pkts/s: 759.88
Rx time: 1.00135s | Rx bytes/s: 45.94 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.09 seconds

Al ip id IR A TR R R ER L, ZEEERudp.stream B[ 21— 4 52 B -

(WTip. id eq 1024 \l )
Yo. Time Source Destination Prtocol Length Identification tep. analysis.ack 1 Ti Info
r 2 2021-11-04 18:58:08.823780 192.168.1.99 192.168.1.197 _, #PNS 48 0x0400 (1024) Unknown operation (14) @x7465[Malformed Packet]

Frame 2: 48 bytes on wire (384 bits), 48 bytes captured (384 bits)
Linux cooked capture vl
v Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.197
0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x@0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 32
Identification: 0x0400 (1024)]
Flags: 0x00
Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @xf254 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.99
Destination Address: 192.168.1.197
v User Datagram Protocol, Src Port: 53, Dst Port: 8080
Source Port: 53
Destination Port: 8080
Length: 12
Checksum: @x73be [unverified]
[Checksum Status: Unverified]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
UDP pavload (4 bvtes)

<

RiDon't Fragment/A R ¥Fy SR, SOV clientHIserveri b i i f/NMTU
I, BN T Ftetm, WSBNTEEA RV T FitE, Frx s, RMExtumid
HARTDROPEIERA RV, WAREAAEIPZ, BIHALEIPZSZ B RE

ifLi%iliE‘ii iﬂ- = ii ii [P iiiiﬂi”iiili I | ili |i iEi |ii:fiiiiﬂiﬂi iiiiii
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nping 80 192.168.1.1 1

nping 80 192.168.1.1 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:22 CST
SENT (0.0576s) TCP 192.168.1.99:59561 > 192.168.1.1:80 S ttl=64 id=30843 iplen=40 seq=2856490660 win=1480

RCVD (0.0580s) TCP 192.168.1.1:80 > 192.168.1.99:59561 SA ttl=64 id=0 iplen=44 seq=961219897 win=65535 <mss 1460>

Max rtt: 0.236ms | Min rtt: 0.236ms | Avg rtt: 0.236ms
Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds

[ ‘tcp.stream eq 0

No. Time Source Destination Protocol Length Identification tep. analysis.ack 1 Ti Info
1 2021-11-04 20:22:01.180315 192.168.1.99 192.168.1.1 TCP 56 0x787b (30843) .. 59561 » 80 [SYN] Seg=
2 2021-11-04 20:22:01.180503 192.168.1.1 192.168.1.99 TCP 62 0x0000 (0) 0.000188000 .. 80 > 59561 [SYN, ACK]

2021-11-04 20:22:01.180565 192.168.1.99 192.168.1.1 0x0000 (0) .. 59561 » 80 [RST] Seq=|

Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)
Linux cooked capture vi1
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168.1.1

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)

Total Length: 40

Identification: @x787b (30843)

Flags: ox40, Don't fragment

@... .... = Reserved bit: Not set
|.1.. .... = Don't fragment: Set|
..0. .... = More fragments: Not set

Fragment Offset: ©

Time to Live: 64

Protocol: TCP (6)

Header Checksum: ©x3ea@ [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.1.99

Destination Address: 192.168.1.1
Transmission Control Protocol, Src Port: 59561, Dst Port: 80, Seq: 2856490660, Leg§S§)3;7

<

nLLER], IPREMNflaght b IDFFEWYT N 71, RRARTFSTH .
AR 4, Ho At PRNAR 2] BE -

192.168.1.1 1
8 192.168.1.1

fgEtime to live, HRXAEMFRE, S — MBI A, tthf—, WRAKREt], NS
R G I ME, AREOSELIAttI S A —FE,

ttEIPZE LR, AR AT SR, ICMP/TCP/UDPYIGE#E SZ#5 .

4Rt
-
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nping 1 1 192.168.1.1
nping 53 1 1 192.168.1.1
nping 80 1 1 192.168.1.1

nping 53 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:30 CST
SENT (0.0462s) UDP [192.168.1.99:53 > 192.168.1.1:53 csum=0x7BBF] IP [ttl=1 id=22642 proto=17 csum=0xddaa iplen=28 ]

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A

Raw packets sent: 1 (28B) | Rcvd: 0 (0B) | Lost: 1 (100.00%)
Tx time: 0.00131s | Tx bytes/s: 21325.21 | Tx pkts/s: 761.61
Rx time: 1.00141s | Rx bytes/s: 0.00 | Rx pkts/s: 0.00

Nping done: 1 IP address pinged in 1.08 seconds

nping 80 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:30 CST

SENT (0.0425s) TCP [192.168.1.99:41974 > 192.168.1.1:80 S seq=1333014177 =1480 csum=0x040A] IP [ttl=1 id=45335 proto=6 csum=0x8504 iplen=40
]
RCVD (0.0429s) TCP [192.168.1.1:80 > 192.168.1.99:41974 SA seq= 0731598 win=65535 csum=0x6935 <mss 1460>] IP [tt1=64 id=0 proto=6 csum=0xb717
iplen=44 ]

Max rtt: 0.224ms | Min rtt: 0.224ms | Avg rtt: 0.224ms

Raw packets sent: 1 (40B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00131s | Tx bytes/s: 30487.80 | Tx pkts/s: 762.20
Rx time: 1.00164s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.08 seconds

nping 1 1 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 20:31 CST
SENT (0.0491s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) =13098 seqg=1] IP [ttl=1 7124 proto=1 csum=0x1a59 iplen=28 ]
RCVD (0.0495s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) i 3098 seq=1] IP [ttl=64 1id=55213 proto=1 csum=0x1f7f iplen=28 ]

Max rtt: 0.280ms | Min rtt: 0.280ms | Avg rtt: 0.280ms

Raw packets sent: 1 (28B) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
Tx time: 0.00129s | Tx bytes/s: 21671.83 | Tx pkts/s: 773.99
Rx time: 1.00163s | Rx bytes/s: 45.93 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.10 seconds

No. Time Source Destination Protocol Length Identification tep. analysis.ack1 Ti Info
1 2021-11-04 20:31:14.599038 192.168.1.99 192.168. !9.‘ ICMP 44 ox1bda (7124) Echo (ping) reques’
2 2021-11-04 20:31:14.599193 192.168.1.1 192.1687H9 ICMP 62 oxd7ad (55213) Echo (ping) reply

Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits),
Linux cooked capture vi
v Internet Protocol Version 4, Src: 192.168.1.99, Dst: 192.168,1410)"
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: ©x0@ (DSCP: CS@, ECN: Not™ECT)
Total Length: 28
Identification: ox1bd4 (7124)
Flags: 0x00
Fragment Offset: ©
[~ rime to Live: 1 ]
[Expert Info (Note/Sequence): "Time To Live" only 1]
Protocol: ICMP (1)
Header Checksum: @x1a59 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.99
Destination Address: 192.168.1.1

PN IR A i 2 EEER, F AR E A s d 1 A, A DLl BN TR 8 I W A2 ki

182 & LT ARG B t(Maximum Transmission Unit), WS H %@ BE N 7 25 B
Rk,
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nping 80 16 1000 192.168.1.197 1
#--data-length$g Epayload X/, FENEZ

nping 16 1000 192.168.1.197 1

nping 16 192.168.1.197 1

nping 80 16 1000 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:06 CST

SENT (0.0595s) TCP [192.168.1.99:58847 > 192.168.1.197:80 S seq=8465382 win=1480 csum=0xDD13] IP [ttl=64 id=45457 proto=6 csum=0x40de iplen=104
o 1

RCVD (0.0610s) TCP [192.168.1.197:80 > 192.168.1.99:58847 SA seq=1089709203 win=29200 csum=0xA96E <mss 1460>] IP [tt1l=64 id=0 proto=6 csum=0xb6
53 iplen=44 ]

ax rtt: 0.424ms | Min rtt: 0.424ms | Avg rtt: 0.424ms
Raw packets sent: 1 (1.040KB) | Rcvd: 1 (46B) | Lost: 0 (0.00%)
ime: 0.00225s | Tx bytes/s: 461606.75 | Tx pkts/s: 443.85
: 1.00209s | Rx bytes/s: 45.90 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.09 seconds

nping 16 1000 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:06 CST

SENT (0.0435s) ICMP [192.168.1.99 > 192.168.1.197 Echo request (type=8/code=0) id=31796 seq=1] IP [tt1=64 i1d=48124 proto=1 csum=0x3684 iplen=10

28 ]

RCVD (0.0448s) ICMP [192.168.1.197 > 192.168.1.99 Echo reply (type=0/code=0) i1d=31796 seq=1] IP [ttl=64 id=37617 proto=1 csum=0x5f8f iplen= 8
1

ax rtt: 0.414ms | Min rtt: 0.414ms | Avg rtt: 0.414ms

Raw packets sent: 1 (1.028KB) | Rcvd: 1 (1.028KB) | Lost: 0 (0.00%)
X time: 0.00203s | Tx bytes/s: 506653.52 | Tx pkts/s: 492.85

Rx time: 1.00174s | Rx bytes/s: 1026.22 | Rx pkts/s: 1.00

Nping done: 1 IP address pinged in 1.08 seconds

nping 33 16 1000 192.168.1.197 1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:06 CST
ISENT (0.0547s) UDP [192.168.1.99:53 > 192.168.1.197:53 csum=0x6FC0] IP [tt 1d=45968 proto=17 csum=0x3eeO iplen=1028 ]
RCVD (0.0561s) ICMP [192.168.1.197 > 192.168.1.99 Port 53 unreachable (type=3/code=3) ] IP [ttl=64 id=38107 proto=1 csum=0x5ea9 iplen=576 ]

ax rtt: 0.295ms | Min rtt: 0.295ms | Avg rtt: 0.295ms
Raw packets sent: 1 (1.028KB) | Rcvd: 1 (576B) | Lost: O (0.00%)
ime: 0.00217s | Tx bytes/s: 472643.68 | Tx pkts/s: 459.77
1.00175s | Rx bytes/s: 574.99 | Rx pkts/s: 1.00
Nping done: 1 IP address pinged in 1.11 seconds

g Wi

--ec/--echo-client % i =

--es/--echo-server e 55 i A =X
--ep/--echo-port o 1 R St 11 F B Wy el 2
--nc/--no-crypto oK VA s A5G Uk

--once —IRiER G LIRSS %
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XN SHHEEREGEH, — MRS, — % im, Hiperf3fiyc/siligi=7:
A%, {HnpingttZ BN FIRAEERIN A I, £ 2 AR EE MM R 2 R Z R E I

serveri:
nping "public" ens192 #public MEEFFEEN,
FEfoclient

root@Server nping --echo-server "public" -e ens192 -v3

Starting Nping 0.7.40 ( https://nmap.org/nping ) at 2021-11-04 21:48 CST
Packet capture will be performed using network interface ens192.
Waiting for connections...
Server bound to 0.0.0.0:9929
[1636033709] Connection received from 192.168.1.99:34879
[1636033709] Good packet specification received from client #0 (Specs=9,IP=4,Proto=6,Cnt=5)
[1636033709] NEP handshake with client #0 (192.168.1.99:34879) was performed successfully
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
IPv4:TCP:Raw Data:
[1636033714] Client #0 (192.168.1.99:34879) disconnected
e
Raw packets captured: 3701 (709.221KB) | Echoed: 5 (230B) | Not Matched: 3696 (708.991KB) (99.86%)
Tx time: 63.53232s | Tx bytes/s: 0.00 | Tx pkts/s: 0.00
Rx time: 63.53232s | Rx bytes/s: 11163.15 | Rx pkts/s: 58.25
Nping done: 1 client served in 63.53 seconds
root@Server

clienti :

"public" 192.168.1.197
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nping "public" 192.168.1.197 80

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 21:48 CST

SENT .6521s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.7347s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.6525s) 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1135713294 win=29200 <mss
.65265) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 s5eq=1982241044 win=1480
.6773s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.6549s) 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1150163029 win=29200 <mss
.6567s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.7311s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.6572s) 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1164625777 win=29200 <mss
.6605s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.6749s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.6609s) 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1179104262 win=29200 <mss
.6617s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 s5eq=1982241044 win=1480
.7280s) 192.168.1.99:10570 > 192.168.1.197:80 S ttl=64 id=42904 iplen=40 seq=1982241044 win=1480
.6622s) TCP 192.168.1.197:80 > 192.168.1.99:10570 SA ttl=64 id=0 iplen=44 seq=1193544744 win=29200 <mss

g

Max rtt: 2.175ms | Min rtt: 0.207ms | Avg rtt: 0.662ms
Raw packets sent: 5 (200B) | Recvd: 5 (230B) | Lost: 0 (0.00%)| Echoed: 5 (230B)
Nping done: 1 IP address pinged in 5.71 seconds

WSEA e A, E$sEecho serverfl Wi, ASHTERIA N 9929 [

server:

>
nping "public" \ens192 #- -nc AN
BRESIE, An kb S35 N client st 2 X NN £

root@Server nping --echo-server "public" -e ens192 -v3 --ep 10 --nc

Starting Nping 0.7.40 ( https://nmap.org/nping ) at 2021-11-04 22:05 CST

Packet capture will be performed using network interface ens192.

Waiting for connections...

Server bound to 0.0.0.0:10

[1636034759] Connection received from 192.168.1.99:43217

[1636034759] Good packet specification received from client #0 (Specs=9,IP=4,Proto=6,Cnt=2)
[1636034759] NEP handshake with client #0 (192.168.1.99:43217) was performed successfully
IPv4:TCP:Raw Data:

IPv4:TCP:Raw Data:

[1636034761] Client #0 (192.168.1.99:43217) disconnected

clienti :

"pubulic" 192.168.1.197
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nping "pubulic" 192.168.1.197 80 10

0.7.91 ( https://nmap.org/nping ) at 2021-11-04 22:07 CST
TCP 192.168.1.99:16298 > 192.168.1.197:80 S ttl=64 id=26127 iplen=40 seq=2549545244 win=1480

TCP 192.168.1.99:16298 > 192.168.1.197:80 S ttl=64 id=26127 iplen=40 seq=2549545244 win=1480
TCP 192.168.1.197:80 > 192.168.1.99:16298 SA ttl=64 id=0 iplen=44 seq=2140909652 win=29200 <mss 1460>
TCP 192.168.1.99:16298 > 192.168.1.197:80 S ttl=64 id=26127 iplen=40 seq=2549545244 win=1480
TCP 192.168.1.99:16298 > 192.168.1.197:80 S ttl=64 1d=26127 iplen=40 seq=2549545244 win=1480
.2181s) TCP 192.168.1.197:80 > 192.168.1.99:16298 SA ttl=64 1id=0 iplen=44 seq=2155367872 win=29200 <mss 1460>

Max rtt: 0.401ms | Min rtt: 0.303ms | Avg rtt: 0.352ms
Raw packets sent: 2 (80B) | Rcvd: 2 (92B) | Lost: O (0.00%)| Echoed: 2 (92B)
Nping done: 1 IP address pinged in 2.25 seconds

WS HUT Fserverstt, Yclientifi— R SeMEM AT, 3% Mserveriff .

server:

"public" ens192

root@Server nping --echo-server "public" -e ensl92 -v3 --nc --once

Starting Nping 0.7.40 ( https://nmap.org/nping )} at 2021-11-04 22:14 CST

Packet capture will be performed using network interface ens192.

Waiting for connections...

Server bound to 0.0.0.0:9929

[1636035295] Connection received from 192.168.1.99:44103

[1636035295] Good packet specification received from client #0 (Specs=6,IP=4,Proto=17,Cnt=2)
[1636035295] NEP handshake with client #0 (192.168.1.99:44103) was performed successfully
IPv4:UDP:Raw Data:

IPv4:UDP:Raw Data:

[1636035297] Client #0 (192.168.1.99:44103) disconnected

Raw packets captured: 2623 (481.635KB) | Echoed: 2 (92B) | Not Matched: 2621 (481.543KB) (99.92%)
Tx time: 5.94112s | Tx bytes/s: 0.00 | Tx pkts/s: 0.00
Rx time: 5.94122s | Rx bytes/s: 81066.68 | Rx pkts/s: 441.49
Nping done: 1 client served in 5.94 seconds
root@Server

clienti:

"pubulic" 192.168.1.197
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nping "pubulic" 192.168.1.197 8080 2

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-04 22:17 CST

SENT (1.0458s) UDP 192.168.1.99:53 > 192.168.1.197:8080 tt1=64 id=34397 iplen=28
CAPT (1.1367s) UDP 192.168.1.99:53 > 192.168.1.197:8080 tt1=64 id=34397 iplen=28
SENT (2.0555s) UDP 192.168.1.99:53 > 192.168.1.197:8080 tt1=64 id=34397 iplen=28
CAPT (2.0835s) UDP 192.168.1.99:53 > 192.168.1.197:8080 ttl=64 i1id=34397 iplen=28

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 2 (56B) | Rcvd: 0 (0B) | Lost: 2 (100.00%)| Echoed: 2 (92B)
Nping done: 1 IP address pinged in 3.10 seconds

PEIR Pii
--delay TR ERMZER (AL ms. s, m. h)
--rate (ST LY, B LN 5

A
N A
J

Z 0] DASE R B ORI A 55 A Z Tl S I T B, <25 e i IR 1 LA Fsf ] PAY 75 [l 5% I
A S BOR Gl kel

2sFD K& — IR SYNHRMI W ] DL S -

2s 2 Www.qqg.com

nping 80,443 syn 2s 2 www.qq.com

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:06 CST
(0.0710s)| TCP [192.168.1.99:28528 > 23.56.24.92:80 S seq=1768456831 win=1480 csum=0x5CD3] IP [ttl=64 id=5804 proto=6 csum=0x7285 iplen=40 ]
(0.0715s) TCP [23.56.24.92:80 > 192.168.1.99:28528 SA seq=1715927201 win=65535 csum=0XxEBE5 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0x492d iplen=44 ]
( .0729s)| TCP [192.168.1.99:28528 > 23.56.24.92:443 S seq=1768456831 win=1480 csum=0x5B68] IP [ttl=64 id=5804 proto=6 csum=0x7285 iplen=40 ]
) TCP [23.56.24.92:443 > 192.168.1.99:28528 SA seq=2611939549 win=65535 csum=0xA4D6 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0x492d iplen=44 ]
(4 0786s)| TCP [192.168.1.99:28528 > 23.56.24.92:80 S seq=1768456831 win=1480 csum=0x5CD3] IP [ttl=64 1id=5804 proto=6 csum=0x7285 iplen=40 ]
(4.0791s) TCP [23.56.24.92:80 > 192.168.1.99:28528 SA seq=1773728308 win=65535 csum=0xEEE® <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0x492d iplen=44 ]
(6.0809s)

TCP [192.168.1.99:28528 > 23.56.24.92:443 S seq=1768456831 win=1480 csum=0x5B68] IP [ttl=64 id=5804 proto=6 csum=0x7285 iplen=40 ]
(6.0813s) TCP [23.56.24.92:443 > 192.168.1.99:28528 SA seq=1319224483 win=65535 csum=0x361E <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0x492d iplen=44 ]

Max rtt: 0.339ms | Min rtt: 0.244ms | Avg rtt: 0.284ms

Raw packets sent: 4 (160B) | Rcvd: 4 (184B) | Lost: 0 (0.00%)
Tx time: 6.01114s | Tx bytes/s: 26.62 | Tx pkts/s: 0.67

Rx time: 6.01139s | Rx bytes/s: 30.61 | Rx pkts/s: 0.67
Nping done: 1 IP address pinged in 6.13 seconds

108 & A — R udpRN :
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nping 53 2 10s 16 192.168.1.197

nping 2 10s 16 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:05 CST

SENT |(0.0713s)| UDP [192.168.1.99:53 > 192.168.1.197:53 csum=0xBF41] IP [ttl=64 i1d=24453 proto=17 csum=0x96c3 iplen=44 ]
RCVD (0.0736s) UDP [192.168.1.197:53 > 192.168.1.99:53 csum=0xBF41] IP [tt1=64 1d=28940 proto=17 csum=0x453c iplen=44 ]
SENT [(10.0775s)| UDP [192.168.1.99:53 > 192.168.1.197:53 csum=0xBF41] IP [ttl=64 1d=24453 proto=17 csum=0x96c3 iplen=44 ]

RCVD (10.0827s) UDP [192.168.1.197:53 > 192.168.1.99:53 csum=0xBF41] IP [ttl=64 id=30928 proto=17 csum=0x3d78 iplen=44 ]

Max rtt: 5.187ms | Min rtt: 2.191ms | Avg rtt: 3.689ms

Raw packets sent: 2 (88B) | Rcvd: 2 (92B) | Lost: 0 (0.00%)
Tx time: 10.00741s | Tx bytes/s: 8.79 | Tx pkts/s: 0.20

Rx time: 10.01259s | Rx bytes/s: 9.19 | Rx pkts/s: 0.20
Nping done: 1 IP address pinged in 10.12 seconds

icmp N A BA2 -

10s 192.168.1.1

nping 8 2 106s 192.168.1.1

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:09 CST

SENT (0.0416s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) 1id=15528 seq=1] IP [ttl=64 1id=55106 iplen=28 ]
RCVD (0.0420s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) id=15528 seq=1] IP [ttl=64 1id=40595 iplen=28 ]
SENT (10.0545s) ICMP [192.168.1.99 > 192.168.1.1 Echo request (type=8/code=0) id=15528 seq=2] IP [tt1=64 id=55106 iplen=28 ]
RCVD (10.0550s) ICMP [192.168.1.1 > 192.168.1.99 Echo reply (type=0/code=0) 1id=15528 seq=2] IP [ttl=64 1d=40888 iplen=28 ]

Max rtt: 0.376ms | Min rtt: 0.247ms | Avg rtt: 0.311lms
Raw packets sent: 2 (56B) | Rcvd: 2 (92B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 10.09 seconds
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nping 8 5 0.01s 192.168.1.1

( https://nmap.org/nping ) at 2021-11-05 19:19 CST

.99 > 192.168.1.1 Echo request (type=8/code=0) i1d=13685 seq=1] IP [ttl=64 1d=29584 iplen=28
.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=1] IP [ttl=64 id=10547 iplen=28 ]
.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=3] IP [ttl=64 1d=29584 iplen=28
.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=3] IP [ttl=64 id=10548 iplen=28 ]

1
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1
1
olls
1
1
1
1
1

.168.
.168.
.168.
.168.
.168
.168.
.168.
.168.
. .168.
.0852s) .168.

99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=4] IP [ttl=64 1d=29584 iplen=28
.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=4] IP [ttl=64 1d=10549 iplen=28 ]
.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=5] IP [tt1l=64 id=29584 iplen=28
.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=5] IP [ttl=64 1id=10550 iplen=28 ]
.99 > 192.168.1.1 Echo request (type=8/code=0) id=13685 seq=5] IP [tt1=64 id=29584 iplen=28
.1 > 192.168.1.99 Echo reply (type=0/code=0) id=13685 seq=5] IP [ttl=64 id=10551 iplen=28 ]

Max rtt: 0.196ms | Min rtt: 0.150ms | Avg rtt: 0.177ms
Raw packets sent: 5 (140B) | Rcvd: 5 (230B) | Lost: O (0.00%)
Nping done: 1 IP address pinged in 0.12 seconds
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nping 80 10 192.168.1.197

Starting Nping 0.7.91 ( https://nmap.org/nping ) at 2021-11-05 19:25 CST

.0424s) TCP [192.168.1.99:42108 > 192.168.1.197:80 S s5eq=2406201980 win=1480 csum=0x36ED] IP [tt1l=64 id=37166 proto=6 csum=0x6529 iplen=40 ]

0430s) TCP [192.168.1.197:80 > 192.168.1.99:42108 SA seq=2940939574 win=29200 csum=0xD655 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44
.1439s) TCP [192.168.1.99:42108 > 192.168.1.197:80 S seq=2406201980 w 480 csum=0x36ED] IP [ttl=64 id=37166 proto=6 csum=0x6529 iplen=40

.1443s) TCP [192.168.1.197:80 > 192.168.1.99:42108 SA seq=2942400931 29200 csum=0x89A0 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44
.2446s) TCP [192.168.1.99:42108 > 192.168.1.197:80 S seq=2406201980 win=1480 csum=0x36ED] IP [ttl=64 i1d=37166 proto csum=0x6529 iplen=40

2450s) TCP [192.168.1.197:80 > 192.168.1.99:42108 SA seq=2943853813 win=29200 csum=0x5E6A <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44
.3449s) TCP [192.168.1.99:42108 > 192.168.1.197:80 S seq=2406201980 win=1480 csum=0x36ED] IP [ttl=64 id=37166 proto=6 csum=0x6529 iplen=40

.3453s) TCP [192.168.1.197:80 > 192.168.1.99:42108 SA seq=2945300230 win=29200 csum=0x4C43 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44
4450s) TCP [192.168.1.99:42108 > 192.168.1.197:80 S seq=2406201980 win=1480 csum=0x36ED] IP [ttl=64 id=37166 proto=6 csum=0x6529 iplen=40

.4454s) TCP [192.168.1.197:80 > 192.168.1.99:42108 SA seq=2946742849 win=29200 csum=0x48F2 <mss 1460>] IP [ttl=64 id=0 proto=6 csum=0xb653 iplen=44

Max rtt: 0.315ms | Min rtt: 0.249ms | Avg rtt: 0.288ms

Raw packets sent: 5 (200B) | Rcvd: 5 (230B) | Lost: 0 (0.00%)
Tx time: 0.40356s | Tx bytes/s: 495.59 | Tx pkts/s: 12.39

Rx time: 0.40403s | Rx bytes/s: 569.26 | Rx pkts/s: 12.38
Nping done: 1 IP address pinged in 0.48 seconds
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